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How to use this guide
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architecture, failure, validation, or frontier sections, then use the related-document map to deepen a specific topic.
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CHAPTER 01

Unsafe Rust purpose and safety contracts

Use unsafe only where required and keep the unchecked obligation explicit and local.

Use unsafe only where required and keep the unchecked obligation explicit and local.

+5 1.1 Unsafe operations and unsafe blocks

Unsafe operations and unsafe blocks must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Distinguish calling unsafe functions, dereferencing raw pointers, mutable statics, unions,
and unsafe trait implementation. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for unsafe operations and unsafe blocks.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating unsafe operations and unsafe blocks as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for unsafe
operations and unsafe blocks.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 1.2 Safety preconditions and invariants

Safety preconditions and invariants must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Write requirements for alignment, validity, aliasing, initialization, lifetime, ownership,
thread safety, and external state. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for safety preconditions and invariants.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

/11 # Safety
/// “ptr’ must be non-null, aligned, initialized for “len’ elements,
/// valid for reads for the call duration, and refer to one allocation.

unsafe fn view<'a>(ptr: *const u8, len: usize) -> &'a [u8] {
std::slice::from_raw_parts(ptr, len)

b

Failure patterns
Treating safety preconditions and invariants as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for safety
preconditions and invariants.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

+5 1.3 Safe abstraction boundary

Safe abstraction boundary must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Expose a safe API only when all callers satisfying the safe signature cannot violate the hidden unsafe
contract. The implementation should name authoritative inputs, types, states, ownership, security and concurrency boundaries,
dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for safe abstraction boundary.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating safe abstraction boundary as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for safe
abstraction boundary.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 1.4 Scope minimization and reviewability

Scope minimization and reviewability must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Keep unsafe blocks small, avoid mixing unrelated operations, document each obligation,
and isolate platform-specific code. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for scope minimization and reviewability.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating scope minimization and reviewability as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for scope
minimization and reviewability.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 01 laboratory and review

Practical laboratory
Review an unsafe function and convert implicit assumptions into line-level safety comments, precondition checks, tests, and a safe
wrapper.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore machine-checkable safety contracts, effect systems, proof-carrying unsafe abstractions, and verified low-level libraries.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 02

References, raw pointers, aliasing, and

paroQM)gma nlg(g may be dereferenced and what references promise to the optimizer.

Reason about which pointers may be dereferenced and what references promise to the optimizer.

+5 2.1 Reference validity and exclusivity

Reference validity and exclusivity must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Understand non-null, alignment, initialized value, lifetime, shared versus mutable access,
and noalias implications. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for reference validity and exclusivity.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating reference validity and exclusivity as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for reference
validity and exclusivity.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 2.2 Raw pointer creation and use

Raw pointer creation and use must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Create pointers from references, allocations, addresses, and foreign code while preserving
origin and access rights. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for raw pointer creation and use.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

let mut value = 7_u32;
let ptr = std::ptr::addr_of_mut!(value);
unsafe {

// SAFETY: ptr came from a live exclusive local and remains aligned.
ptr.write(9);

b

assert_eq! (value, 9);

Failure patterns
Treating raw pointer creation and use as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for raw pointer
creation and use.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

+5 2.3 Aliasing and interior mutability

Aliasing and interior mutability must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Use UnsafeCell as the legal foundation for mutation through shared references and avoid
invalid alias patterns. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for aliasing and interior mutability.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating aliasing and interior mutability as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for aliasing and
interior mutability.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 2.4 Pointer provenance and integer casts

Pointer provenance and integer casts must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Treat address arithmetic, exposed provenance, reconstruction, allocation identity, and
out-of-bounds movement carefully. The implementation should name authoritative inputs, types, states, ownership, security
and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for pointer provenance and integer casts.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating pointer provenance and integer casts as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for pointer
provenance and integer casts.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 02 laboratory and review

Practical laboratory
Implement and test a small buffer abstraction, then introduce aliasing, stale pointer, integer round-trip, and out-of-bounds failures
under Miri.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore strict provenance, CHERI-style capabilities, memory tagging, and provenance-aware static analysis.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 03

Validity, initialization, layout, and

Fgep!:@ﬁg metlgny invalid bit patterns or incorrect assumptions about memory

representation.

Prevent undefined behavior caused by invalid bit patterns or incorrect assumptions about memory representation.

+5 3.1 Type validity and niches

Type validity and niches must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Respect valid ranges for references, booleans, enums, function pointers, NonZero types, and
compiler layout optimizations. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for type validity and niches.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating type validity and niches as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for type validity
and niches.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 3.2 MaybeUninit and partial initialization

MaybeUninit and partial initialization must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Initialize arrays and structs safely, track initialized elements, handle panic cleanup, and
avoid reading uninitialized bytes. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for maybeuninit and partial initialization.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

let mut data: [MaybeUninit<Item>; N] = unsafe { MaybeUninit::uninit().assume_init() };
let mut initialized = 0@;

for slot in &mut data { slot.write(make_item()?); initialized += 1; }
// Use a guard to drop exactly the initialized prefix on error.

Failure patterns
Treating maybeuninit and partial initialization as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.
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Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for maybeuninit
and partial initialization.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

+5 3.3 repr attributes and ABI layout

repr attributes and ABI layout must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Use repr(C), transparent, packed, align, integer repr, and field offsets according to
documented guarantees. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for repr attributes and abi layout.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating repr attributes and abi layout as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for repr
attributes and abi layout.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 3.4 Transmute, casts, and byte views

Transmute, casts, and byte views must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Prefer explicit conversion, validate size and alignment, preserve validity, and avoid
padding or endian assumptions. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for transmute, casts, and byte views.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating transmute, casts, and byte views as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for transmute,
casts, and byte views.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 03 laboratory and review

Practical laboratory
Build a partially initialized array and C-compatible structure, then test panic cleanup, padding, invalid enum values, and packed-field
access.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore reflection metadata, layout verification, portable serialization proofs, and hardware-assisted validity checking.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 04

Ownership, allocation, destruction, and

L3
ﬂﬁn!rg c&@t@rtM exactly-once destruction across manual and foreign memory management.

Maintain one clear owner and exactly-once destruction across manual and foreign memory management.

+5 4.1 Allocation and deallocation pairs

Allocation and deallocation pairs must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Match allocator, layout, origin, size, alignment, ownership, and thread requirements
across every path. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for allocation and deallocation pairs.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating allocation and deallocation pairs as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for allocation
and deallocation pairs.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 4.2 ManuallyDrop, Box, Vec, and raw parts

ManuallyDrop, Box, Vec, and raw parts must be treated as an observable production mechanism rather than a framework
slogan, code-style preference, or tool output. Transfer ownership intentionally, rebuild only once, preserve capacity and
allocator, and prevent leaks or double free. The implementation should name authoritative inputs, types, states, ownership,
security and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance
criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for manuallydrop, box, vec, and raw parts.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

let mut vec = ManuallyDrop::new(input);
let ptr = vec.as_mut_ptr();

let len = vec.len();
let cap = vec.capacity();
// Ownership moves to foreign code; reconstruct exactly once on return.

Failure patterns
Treating manuallydrop, box, vec, and raw parts as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for
manuallydrop, box, vec, and raw parts.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

t5 4.3 Drop order and exception safety

Drop order and exception safety must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Model partial construction, panic, unwinding, cleanup guards, poisoning, and invariants
during destruction. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for drop order and exception safety.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating drop order and exception safety as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for drop order
and exception safety.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 4.4 Custom allocators and arenas

Custom allocators and arenas must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Define lifetime, reset, thread safety, object validity, fragmentation, out-of-memory, and
observability. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for custom allocators and arenas.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating custom allocators and arenas as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for custom
allocators and arenas.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 04 laboratory and review

Practical laboratory
Create an owned foreign buffer wrapper and test allocation failure, panic during construction, double reconstruction, leak, and
cross-allocator misuse.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore region-based memory, deterministic destruction proofs, allocator isolation, and confidential-memory zeroization.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 05

Concurrency, atomics, Send, and Sync

Protect memory and higher-level invariants under multiple threads and weak ordering.

Protect memory and higher-level invariants under multiple threads and weak ordering.

$5 5.1 Unsafe Send and Sync implementations

Unsafe Send and Sync implementations must be treated as an observable production mechanism rather than a framework
slogan, code-style preference, or tool output. Prove that ownership transfer and shared access cannot cause races, invalid
aliasing, lifetime escape, or unsafe foreign calls. The implementation should name authoritative inputs, types, states, ownership,
security and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance
criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for unsafe send and sync implementations.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating unsafe send and sync implementations as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for unsafe send
and sync implementations.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 5.2 Atomic operations and orderings

Atomic operations and orderings must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Use Relaxed, Acquire, Release, AcqRel, and SeqCst according to a documented
synchronization argument. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for atomic operations and orderings.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

verification_matrix:
miri: all-targeted-tests
sanitizers: [address, thread, leak]

fuzz: [lengths, alignments, callbacks, malformed-data]
loom: synchronization-model

abi: [linux-x64, windows-x64, macos-armé64]

benchmark: safe-baseline-required

Failure patterns
Treating atomic operations and orderings as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for atomic
operations and orderings.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

¢ 5.3 Lock-free structures and reclamation

Lock-free structures and reclamation must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Handle ABA, lifetimes, hazard pointers, epochs, reference counts, memory order, and
shutdown. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for lock-free structures and reclamation.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating lock-free structures and reclamation as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for lock-free
structures and reclamation.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 5.4 Foreign threading and callbacks

Foreign threading and callbacks must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Define which threads may call, attach, block, reenter, access runtime state, and destroy
resources. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for foreign threading and callbacks.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating foreign threading and callbacks as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0032



MYTHOS-FG-SWE-0015 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for foreign
threading and callbacks.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 05 laboratory and review

Practical laboratory
Implement or analyze a synchronization primitive with Loom-style tests, then demonstrate a missing ordering and an invalid Send
implementation.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore formal memory-model proofs, hardware memory tagging, verified atomics, and cross-language concurrency contracts.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 06

FFI boundary design and interoperability

Make foreign calls a typed protocol with explicit lifetime, ownership, error, and threading rules.

Make foreign calls a typed protocol with explicit lifetime, ownership, error, and threading rules.

¢ 6.1 C ABI functions and data

C ABI functions and data must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Define extern functions, integers, pointers, strings, arrays, structs, enums, alignment, calling
convention, and symbol visibility. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for c abi functions and data.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating c abi functions and data as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for c abi
functions and data.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 6.2 Ownership and lifetime transfer

Ownership and lifetime transfer must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Specify borrowed versus owned pointers, allocation origin, retention, mutation, nullability,
callbacks, and release functions. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for ownership and lifetime transfer.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

#[no_mangle]
pub unsafe extern "C" fn buffer_free(ptr: *mut u8, len: usize, cap: usize) {

if Iptr.is_null() { drop(Vec::from_raw_parts(ptr, len, cap)); }
}

// Caller must use the matching release function exactly once.

Failure patterns
Treating ownership and lifetime transfer as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.
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Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for ownership
and lifetime transfer.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

¢+ 6.3 Errors, panics, and unwinding

Errors, panics, and unwinding must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Translate return codes, errno, exceptions, callbacks, panics, and process failure without
unwinding across unsupported boundaries. The implementation should name authoritative inputs, types, states, ownership,
security and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance
criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for errors, panics, and unwinding.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating errors, panics, and unwinding as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for errors,
panics, and unwinding.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 6.4 Bindings and generated interfaces

Bindings and generated interfaces must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Use bindgen, chindgen, stable C shims, versioning, feature detection, platform matrices,
and ABI tests. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for bindings and generated interfaces.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating bindings and generated interfaces as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0038



MYTHOS-FG-SWE-0015 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for bindings and
generated interfaces.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 06 laboratory and review

Practical laboratory
Build a Rust library with a C-compatible API and safe Rust client wrapper; test nulls, invalid lengths, callback reentry, panic
containment, and ABI mismatch.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore component models, WebAssembly interfaces, language-neutral ownership types, and post-C interoperability layers.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 07

Safe wrapper architecture and governance

Turn a narrow unsafe implementation into a maintainable, testable, documented safe subsystem.

Turn a narrow unsafe implementation into a maintainable, testable, documented safe subsystem.

+5 7.1 Typestate and validated construction

Typestate and validated construction must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Represent initialized, open, closed, borrowed, owned, thread-confined, and capability
states in types. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for typestate and validated construction.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating typestate and validated construction as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for typestate
and validated construction.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 7.2 Encapsulation and capability reduction

Encapsulation and capability reduction must be treated as an observable production mechanism rather than a framework
slogan, code-style preference, or tool output. Keep fields private, limit raw handles, prevent invalid combinations, and expose
operations at the highest safe level. The implementation should name authoritative inputs, types, states, ownership, security
and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for encapsulation and capability reduction.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

verification_matrix:
miri: all-targeted-tests
sanitizers: [address, thread, leak]

fuzz: [lengths, alignments, callbacks, malformed-data]
loom: synchronization-model

abi: [linux-x64, windows-x64, macos-armé64]

benchmark: safe-baseline-required

Failure patterns
Treating encapsulation and capability reduction as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for
encapsulation and capability reduction.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

$5 7.3 Unsafe inventory and ownership

Unsafe inventory and ownership must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Track files, blocks, traits, FFI symbols, invariants, reviewers, dependencies, versions, and
revalidation triggers. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for unsafe inventory and ownership.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating unsafe inventory and ownership as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for unsafe
inventory and ownership.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 7.4 Review, exceptions, and release gates

Review, exceptions, and release gates must be treated as an observable production mechanism rather than a framework
slogan, code-style preference, or tool output. Require specialist review, safety comments, tests, platform evidence, fuzzing, Miri,
sanitizers, and explicit residual risk. The implementation should name authoritative inputs, types, states, ownership, security
and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for review, exceptions, and release gates.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating review, exceptions, and release gates as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for review,
exceptions, and release gates.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 07 laboratory and review

Practical laboratory
Refactor a raw FFI module into a private unsafe core and public safe AP, then create an unsafe-code inventory and release checklist.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Develop machine-readable unsafe manifests and governance agents that require proof and specialist approval.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 08

Testing, debugging, fuzzing, and performa

Use complementary tools because no single checker proves unsafe Rust correct.

Use complementary tools because no single checker proves unsafe Rust correct.

¢+5 8.1 Miri and undefined-behavior testing

Miri and undefined-behavior testing must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Detect invalid aliasing, out-of-bounds, uninitialized reads, use after free, invalid values,
and some race issues. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for miri and undefined-behavior testing.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating miri and undefined-behavior testing as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for miri and
undefined-behavior testing.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 8.2 Sanitizers, Valgrind, and platform tools

Sanitizers, Valgrind, and platform tools must be treated as an observable production mechanism rather than a framework
slogan, code-style preference, or tool output. Use address, memory, thread, leak, and undefined-behavior tooling across
supported targets and foreign code. The implementation should name authoritative inputs, types, states, ownership, security
and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for sanitizers, valgrind, and platform tools.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

verification_matrix:
miri: all-targeted-tests
sanitizers: [address, thread, leak]

fuzz: [lengths, alignments, callbacks, malformed-data]
loom: synchronization-model

abi: [linux-x64, windows-x64, macos-armé64]

benchmark: safe-baseline-required

Failure patterns
Treating sanitizers, valgrind, and platform tools as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for sanitizers,
valgrind, and platform tools.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

+5 8.3 Fuzzing and property testing

Fuzzing and property testing must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Generate lengths, alignments, lifetimes, malformed data, callback sequences,
concurrency, and resource failures. The implementation should name authoritative inputs, types, states, ownership, security
and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for fuzzing and property testing.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating fuzzing and property testing as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for fuzzing and
property testing.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

@ 8.4 Performance without unsoundness

Performance without unsoundness must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Benchmark safe baselines, isolate optimization, inspect codegen, measure copies and
allocations, and reject unproven speed claims. The implementation should name authoritative inputs, types, states, ownership,
security and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance
criteria.

This guide traces the subject through the safe caller, unsafe contract, pointer or representation, foreign boundary, invariant,
operation, validation, and safe result chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and Al assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.
Engineering practices

Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for performance without unsoundness.

Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

Validate design, source, build, runtime behavior, observability, and user outcome independently.

Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
Treating performance without unsoundness as a library or syntax choice disconnected from end-to-end behavior.
Assuming static types, framework defaults, or a successful build prove runtime correctness or security.
Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for performance
without unsoundness.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 08 laboratory and review

Practical laboratory
Build a verification matrix for an unsafe crate using unit tests, Miri, sanitizer runs, fuzzing, ABI tests, Loom, and benchmarks.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore automated schedule and provenance exploration, verified code generation, and safety-preserving optimization
synthesis.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Integrated learning roadmap

The guide is intended to be revisited. First establish fluency, then build a small implementation, operate it under failure,
automate repeatable work, and finally evaluate emerging techniques against a stable baseline. Progress is demonstrated
through evidence rather than reading completion alone.

_ Demonstrated ca pability

Foundation Explain the system from first principles and trace its critical path without relying on product terminology.
Build Implement the smallest representative system with explicit contracts, identities, telemetry, and tests.
Operate Diagnose injected failures, recover safely, and preserve evidence of the causal chain.

Automate Convert a proven manual workflow into bounded, idempotent, observable automation.

Architect Design for scale, resilience, security, interoperability, and lifecycle change.

Explore Evaluate frontier techniques using stated hypotheses, limitations, and adoption gates.
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Source authority register

CANDIDATE FOCUSED FIELD GUIDE

Source policy

Official standards, specifications, and project documentation remain with their issuing organizations. Mythos Systems provides original
engineering interpretation, synthesis, implementation guidance, and relationship mapping. Source verification dates do not guarantee

that an authority has not changed since review.

01. Rust Project - Rust 1.97.1 Release

Role: Current stable Rust release status as of the publication date.
Verified: 2026-07-26

Official source: https://blog.rust-lang.org/releases/latest/

02. Rust Project - Unsafe Rust - The Rust Programming Language

Role: Unsafe operations, contracts, and safe abstraction boundaries.
Verified: 2026-07-26

Official source: https://doc.rust-lang.org/book/ch20-01-unsafe-rust.htmil

03. Rust Project - The Rustonomicon

Role: Advanced unsafe Rust, aliasing, FFI, layout, and memory-safety concerns.

Verified: 2026-07-26
Official source: https://doc.rust-lang.org/nomicon/

04. Rust Project - The Rust Reference

Role: Normative language syntax and semantic reference.
Verified: 2026-07-26

Official source: https://doc.rust-lang.org/reference/

05. Rust Project - Rustonomicon - FFI

Role: Foreign-function interface design and binding patterns.
Verified: 2026-07-26

Official source: https://doc.rust-lang.org/nomicon/ffi.html

06. Rust Project - std::cell::UnsafeCell

Role: Core primitive for interior mutability and aliasing rules.

Verified: 2026-07-26

Official source: https://doc.rust-lang.org/std/cell/struct.UnsafeCell.html

07. Rust Project - Miri Interpreter

Role: Detection of many forms of undefined behavior in Rust code.
Verified: 2026-07-26

Official source: https://github.com/rust-lang/miri

Authority application and refresh triggers

Authority class Required library action

Protocols and specifications Recheck interoperability, security considerations, defaults, and migration guidance when a referenced specification
changes.

Security and assurance Update control mappings, evidence expectations, risk language, and assessment procedures after material framework

frameworks revision.

Languages, runtimes, and Re-run examples, tests, deprecation checks, and operational recommendations against supported releases.

projects

Benchmarks and evaluations Re-execute claims when workloads, methods, models, compilers, drivers, hardware, or scoring rules change.

Operational evidence Incorporate validated incidents, failure tests, reader corrections, and measured implementation outcomes into the next
revision.
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Limitations, freshness, and revision control

_

Publication limitation This guide synthesizes broad engineering practice. It does not replace product documentation, legal advice, safety
certification, or environment-specific design review.

Evidence limitation Not every pattern is benchmarked in every environment. Examples illustrate engineering methods and must be validated
against actual versions, workloads, hardware, policy, and failure conditions.

Freshness limitation Vendor behavior, software libraries, Al models, security threats, and emerging standards can change quickly. Volatile claims
require source revalidation before operational adoption.

Adoption limitation Frontier content is not an implicit adoption recommendation. Adoption requires defined value, qualification gates,
controlled proof, rollback, ownership, and residual-risk acceptance.

Status boundary Candidate Focused Field Guide describes the publication, not certification of a product, implementation, engineer, or
organization.

Revision record

1.0.0-candidate Initial candidate living-guide edition. Published 2026-07-26; scheduled review 2026-10-26.

Search and relationship metadata

Primary domain MYTHOS-SWE - Software Engineering & Design

Secondary domain MYTHOS-SEC; MYTHOS-EMT; MYTHOS-CLD

Publication class Field Guide / Canonical Living Overview Guide

Skill levels L1 Foundational; L2 Practitioner; L3 Advanced; L4 Frontier

Tags unsafe Rust, FFI, memory model, aliasing, pointer provenance, MaybeUninit, Send Sync, Miri, safe abstractions, safety
governance

Canonical route /library/field-guides/mythos-fg-swe-0015/

Living publication

Corrections, expanded laboratories, improved diagrams, authority changes, and new engineering evidence should revise this
permanent publication rather than create disconnected replacements.
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