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Expected outcomes
� Review changes for correctness, design, security, reliability, performance, operations, and maintainability.

� Refactor behavior-preservingly with characterization tests and bounded change scope.

� Identify and prioritize technical debt using impact, interest, risk, and opportunity rather than aesthetics alone.

� Detect architecture erosion, hidden coupling, dead code, unstable interfaces, and ownership gaps.

� Use metrics and AI assistance as evidence inputs without replacing engineering judgment.
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How to use this guide
Read the guide as a progressive system rather than a disconnected encyclopedia. Foundational material establishes the mental
model; practitioner sections convert it into repeatable implementation and operations; advanced sections expose architecture,
scale, security, and failure behavior; frontier sections describe technologies whose evidence or maturity is still evolving.

Suggested reading path
New practitioners should follow the chapters in order and complete the laboratories. Experienced engineers may begin with the
architecture, failure, validation, or frontier sections, then use the related-document map to deepen a specific topic.

Learning and assurance model
Level Reader outcome

L1 - Foundational Terminology, first principles, component roles, packet or state flow, and simple working examples.

L2 - Practitioner Implementation, configuration, automation, testing, troubleshooting, and operational evidence.

L3 - Advanced Architecture, scale, concurrency, resilience, threat models, performance, and complex migrations.

L4 - Frontier Emerging systems, research directions, technical uncertainty, readiness gates, and adoption signals.

Contents
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Chapter 01 - Review purpose, policy, and human factors

CHAPTER 01

Review purpose, policy, and human factors
Create a review system that improves software and shared understanding without becoming ceremonial.

Chapter operating position
Create a review system that improves software and shared understanding without becoming ceremonial.

1.1 Review objectives and risk
Review objectives and risk must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Define correctness, requirements, architecture, security, reliability, performance, operations,
usability, and knowledge-transfer goals. The implementation should name authoritative inputs, types, states, ownership,
security and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance
criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for review objectives and risk.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating review objectives and risk as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for review
objectives and risk.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

1.2 Change size and reviewability
Change size and reviewability must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Limit unrelated work, separate mechanical and behavioral changes, explain intent, and
preserve navigable commits. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for change size and reviewability.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
reviewability:
  max_changed_lines_soft: 400
  mechanical_and_behavioral_changes: separated
  generated_files: isolated
  commits: buildable
  intent_and_non_goals: documented
  rollback_point: identified

Failure patterns
� Treating change size and reviewability as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for change size
and reviewability.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

1.3 Roles and decision rights
Roles and decision rights must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Define author, reviewer, domain owner, security, architecture, operations, and merge authority. The
implementation should name authoritative inputs, types, states, ownership, security and concurrency boundaries,
dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for roles and decision rights.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating roles and decision rights as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for roles and
decision rights.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

1.4 Psychological safety and communication
Psychological safety and communication must be treated as an observable production mechanism rather than a framework
slogan, code-style preference, or tool output. Critique code and decisions, make rationale explicit, distinguish blocking from
suggestions, and resolve disagreement constructively. The implementation should name authoritative inputs, types, states,
ownership, security and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and
acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for psychological safety and communication.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating psychological safety and communication as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for
psychological safety and communication.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 01 laboratory and review
Practical laboratory
Review a mixed-quality change using a structured rubric, then compare review depth and defect discovery across different change
sizes.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Extend review systems to multi-agent coding, generated patches, formal evidence, and globally distributed maintainers.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 02 - Change comprehension and review workflow

CHAPTER 02

Change comprehension and review workflow
Understand why the change exists and how it affects the complete system before commenting on syntax.

Chapter operating position
Understand why the change exists and how it affects the complete system before commenting on syntax.

2.1 Intent, requirements, and acceptance
Intent, requirements, and acceptance must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Trace issue, requirement, specification, threat model, acceptance criteria, and non-goals.
The implementation should name authoritative inputs, types, states, ownership, security and concurrency boundaries,
dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for intent, requirements, and acceptance.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating intent, requirements, and acceptance as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for intent,
requirements, and acceptance.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

2.2 Diff, history, and surrounding context
Diff, history, and surrounding context must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Inspect affected modules, callers, data, interfaces, tests, blame history, incidents, and
prior decisions. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for diff, history, and surrounding context.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
review_context:
  requirement: REQ-042
  affected_contracts: [invoice-api, invoice-event]
  prior_incidents: [INC-019]
  callers: 7
  data_migration: required
  rollout: canary
  evidence: [tests, benchmark, trace]

Failure patterns
� Treating diff, history, and surrounding context as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.



MYTHOS-FG-SWE-0013 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0013

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for diff, history,
and surrounding context.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

2.3 Runtime and deployment impact
Runtime and deployment impact must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Evaluate configuration, data migration, dependencies, concurrency, state, telemetry,
rollout, and rollback. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for runtime and deployment impact.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating runtime and deployment impact as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for runtime and
deployment impact.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

2.4 Evidence and local reproduction
Evidence and local reproduction must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Run tests, focused scenarios, static analysis, profiling, or a reference environment
according to risk. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for evidence and local reproduction.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating evidence and local reproduction as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for evidence and
local reproduction.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 02 laboratory and review
Practical laboratory
Perform a full-context review of a stateful API change, including history, contracts, migration, tests, observability, and rollback.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore semantic diffs, behavior-level change graphs, and evidence-grounded AI review assistants.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 03 - Correctness, security, reliability, and performance review

CHAPTER 03

Correctness, security, reliability, and
performance reviewUse domain-specific questions to find failures that formatting and unit tests miss.

Chapter operating position
Use domain-specific questions to find failures that formatting and unit tests miss.

3.1 State and invariant review
State and invariant review must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Check preconditions, transitions, ownership, atomicity, idempotency, duplicates, ordering, and
invalid states. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for state and invariant review.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating state and invariant review as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for state and
invariant review.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

3.2 Security and privacy review
Security and privacy review must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Inspect identity, authorization, input, output, secrets, cryptography, dependencies, logs,
and abuse paths. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for security and privacy review.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
review_gate:
  authorization: explicit
  untrusted_input: validated
  secrets: absent
  logs: privacy-reviewed
  dependencies: verified
  failure_and_cleanup: tested
  generated_code: provenance-attached

Failure patterns
� Treating security and privacy review as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.
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� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for security and
privacy review.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

3.3 Failure and concurrency review
Failure and concurrency review must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Evaluate errors, timeouts, retries, cancellation, partial success, cleanup, shutdown, races,
and backpressure. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for failure and concurrency review.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating failure and concurrency review as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for failure and
concurrency review.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

3.4 Performance and resource review
Performance and resource review must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Assess complexity, allocations, I/O, batching, queries, caching, locking, fan-out, cardinality,
and capacity assumptions. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for performance and resource review.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating performance and resource review as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for performance
and resource review.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 03 laboratory and review
Practical laboratory
Review a deliberately flawed concurrent service change and identify correctness, security, reliability, and performance defects with
evidence.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore executable review rules, proof obligations, and review agents specialized by risk domain.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 04 - Refactoring foundations and behavior preservation

CHAPTER 04

Refactoring foundations and behavior
preservationImprove internal structure without unintentionally changing externally observable behavior.

Chapter operating position
Improve internal structure without unintentionally changing externally observable behavior.

4.1 Refactoring intent and boundaries
Refactoring intent and boundaries must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Name the smell, desired design property, behavior to preserve, excluded changes, and
rollback point. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for refactoring intent and boundaries.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating refactoring intent and boundaries as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for refactoring
intent and boundaries.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

4.2 Characterization and regression tests
Characterization and regression tests must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Capture current behavior, edge cases, data, timing, errors, side effects, and compatibility
before change. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for characterization and regression tests.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
def test_legacy_behavior_is_preserved(snapshot):
    result = legacy.calculate(snapshot.input)
    assert result == snapshot.expected
    assert emitted_events() == snapshot.events
    assert side_effects() == snapshot.side_effects

Failure patterns
� Treating characterization and regression tests as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.
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� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for
characterization and regression tests.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

4.3 Small transformations and commits
Small transformations and commits must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Use extract, rename, move, simplify, replace conditional, introduce interface, and isolate
dependency steps. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for small transformations and commits.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating small transformations and commits as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for small
transformations and commits.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

4.4 Continuous validation
Continuous validation must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Run fast tests, static analysis, contracts, integration, performance, and production-shadow checks
throughout. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for continuous validation.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating continuous validation as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for continuous
validation.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 04 laboratory and review
Practical laboratory
Refactor a legacy module through ten small commits with characterization tests and prove no contract or performance regression.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore automated refactoring with semantic guarantees and formally verified behavior-preserving transformations.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 05 - Modularity, readability, and architecture health

CHAPTER 05

Modularity, readability, and architecture
healthMake code easier to reason about by improving boundaries, names, dependencies, and local clarity.

Chapter operating position
Make code easier to reason about by improving boundaries, names, dependencies, and local clarity.

5.1 Cohesion and coupling
Cohesion and coupling must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Group behavior around owned concepts, minimize knowledge leakage, and make dependency
direction explicit. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for cohesion and coupling.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating cohesion and coupling as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for cohesion and
coupling.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

5.2 Naming and domain language
Naming and domain language must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Use precise terms for state, operations, units, authority, errors, and business concepts.
The implementation should name authoritative inputs, types, states, ownership, security and concurrency boundaries,
dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for naming and domain language.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
fitness_rules:
  - domain_must_not_import_framework
  - cross_context_database_access_forbidden
  - public_error_codes_are_stable
  - module_cycles_equal_zero
  - orphan_ownership_equal_zero

Failure patterns
� Treating naming and domain language as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for naming and
domain language.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

5.3 Complexity and control flow
Complexity and control flow must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Reduce nesting, implicit state, boolean blindness, hidden side effects, temporal coupling,
and action at a distance. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for complexity and control flow.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating complexity and control flow as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for complexity
and control flow.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

5.4 Architecture fitness
Architecture fitness must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Use dependency rules, module contracts, boundary tests, size limits, cycle detection, and
change-cost signals. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for architecture fitness.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating architecture fitness as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for architecture
fitness.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 05 laboratory and review
Practical laboratory
Analyze a repository for cycles, unstable dependencies, high-change hotspots, and weak boundaries; implement one architecture
fitness function.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore code property graphs, architecture digital twins, and semantic boundary enforcement.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 06 - Technical debt identification and economics

CHAPTER 06

Technical debt identification and economics
Treat debt as a deliberate or accidental future cost with measurable consequences.

Chapter operating position
Treat debt as a deliberate or accidental future cost with measurable consequences.

6.1 Debt categories and principal
Debt categories and principal must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Identify design, code, test, dependency, infrastructure, data, security, documentation, and
knowledge debt. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for debt categories and principal.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating debt categories and principal as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for debt
categories and principal.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

6.2 Interest and consequence
Interest and consequence must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Estimate change delay, defects, incidents, security exposure, performance cost, onboarding, vendor
lock-in, and lost options. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for interest and consequence.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
debt_item:
  principal_days: 8
  monthly_interest_hours: 12
  risks: [security, change-delay, incident-recurrence]
  change_frequency: high
  decision: repay
  evidence_due: 2026-09-30

Failure patterns
� Treating interest and consequence as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for interest and
consequence.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

6.3 Prioritization and portfolio
Prioritization and portfolio must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Use business criticality, change frequency, risk, age, effort, reversibility, and strategic roadmap. The
implementation should name authoritative inputs, types, states, ownership, security and concurrency boundaries,
dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for prioritization and portfolio.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating prioritization and portfolio as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for prioritization
and portfolio.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

6.4 Explicit decisions and expiry
Explicit decisions and expiry must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Record accept, contain, repay, replace, retire, or monitor with owner, evidence, trigger,
and review date. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for explicit decisions and expiry.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating explicit decisions and expiry as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for explicit
decisions and expiry.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 06 laboratory and review
Practical laboratory
Build a technical-debt register for a sample codebase and compare rankings from engineering, security, product, and operations
perspectives.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore financial and causal models of debt, automated interest estimation, and continuous architecture-risk pricing.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 07 - Modernization, dependency renewal, and legacy change

CHAPTER 07

Modernization, dependency renewal, and
legacy changeEvolve software safely when frameworks, runtimes, platforms, and architecture are aging.

Chapter operating position
Evolve software safely when frameworks, runtimes, platforms, and architecture are aging.

7.1 Dependency and runtime upgrades
Dependency and runtime upgrades must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Assess compatibility, security, deprecations, behavior changes, tooling, performance, and
rollback. The implementation should name authoritative inputs, types, states, ownership, security and concurrency boundaries,
dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for dependency and runtime upgrades.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating dependency and runtime upgrades as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for dependency
and runtime upgrades.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

7.2 Strangler and incremental replacement
Strangler and incremental replacement must be treated as an observable production mechanism rather than a framework
slogan, code-style preference, or tool output. Create boundaries, adapters, shadow traffic, dual run, reconciliation, migration,
and retirement. The implementation should name authoritative inputs, types, states, ownership, security and concurrency
boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for strangler and incremental replacement.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
migration:
  boundary: legacy-adapter
  read_mode: shadow-compare
  write_mode: legacy-authoritative
  reconcile: daily
  cutover_gate: 30-days-zero-material-diff
  rollback: route-to-legacy

Failure patterns
� Treating strangler and incremental replacement as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for strangler
and incremental replacement.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

7.3 Data and protocol modernization
Data and protocol modernization must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Version schemas, APIs, events, formats, storage, clients, and migration evidence. The
implementation should name authoritative inputs, types, states, ownership, security and concurrency boundaries,
dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for data and protocol modernization.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating data and protocol modernization as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for data and
protocol modernization.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

7.4 Legacy stabilization
Legacy stabilization must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Add characterization tests, observability, safe deployment, ownership, documentation, and incident
readiness before major change. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for legacy stabilization.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating legacy stabilization as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for legacy
stabilization.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 07 laboratory and review
Practical laboratory
Modernize a legacy service in stages using an adapter boundary, shadow comparison, data reconciliation, compatibility tests, and
retirement gate.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore autonomous modernization planning, generated adapters, and verified cross-language replacement.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 08 - Metrics, documentation, ownership, and AI-assisted maintenance

CHAPTER 08

Metrics, documentation, ownership, and AI-
assisted maintenanceUse evidence to sustain maintainability without reducing quality to a score.

Chapter operating position
Use evidence to sustain maintainability without reducing quality to a score.

8.1 Maintainability indicators
Maintainability indicators must be treated as an observable production mechanism rather than a framework slogan, code-style
preference, or tool output. Use change frequency, lead time, defects, complexity, dependencies, coverage, review latency,
ownership, and incident history. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for maintainability indicators.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating maintainability indicators as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for
maintainability indicators.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

8.2 Documentation and decision records
Documentation and decision records must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Maintain architecture, contracts, runbooks, invariants, examples, migrations, ownership,
and rationale near the code. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for documentation and decision records.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Implementation sketch
ai_change_policy:
  repository_context: required
  diff_limit: bounded
  tests_and_types: required
  security_review: risk-based
  provenance: model-and-prompt-recorded
  merge_authority: human-owner

Failure patterns
� Treating documentation and decision records as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.
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� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for
documentation and decision records.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

8.3 Ownership and knowledge resilience
Ownership and knowledge resilience must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Avoid orphan modules, single-person systems, opaque generated code, and
undocumented operational authority. The implementation should name authoritative inputs, types, states, ownership, security
and concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for ownership and knowledge resilience.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating ownership and knowledge resilience as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for ownership
and knowledge resilience.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.

8.4 AI-assisted review and refactoring
AI-assisted review and refactoring must be treated as an observable production mechanism rather than a framework slogan,
code-style preference, or tool output. Require repository context, tests, provenance, diff limits, security review, and human
acceptance for generated changes. The implementation should name authoritative inputs, types, states, ownership, security and
concurrency boundaries, dependencies, limits, telemetry, failure behavior, cleanup, rollback, and acceptance criteria.

This guide traces the subject through the intent, change, review, test, architecture boundary, debt decision, refactoring step,
runtime evidence, and ownership chain. A compiling build, passing unit test, successful request, valid type check, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with runtime state, negative and boundary
tests, cancellation or partial failure, performance evidence, deployment identity, and the resulting user or service outcome.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one dependency, concurrency
primitive, optimization, permission, or abstraction at a time; preserve before-state evidence; test expected and prohibited
behavior; and retain a reversible path. Generated code and AI assistance remain subject to the same contracts, review, tests,
provenance, and release gates.

Troubleshooting and assurance locate the first divergence from the expected contract or state machine. Account for time,
cancellation, ownership, aliasing, schema and version drift, caching, queues, resource saturation, hidden blocking, platform
differences, partial deployment, and missing telemetry. Completion requires reproducibility, causal explanation, validated
restoration, residual limitations, and prevention.

Engineering practices
� Define the objective, owner, authority, inputs, outputs, invariants, limits, and acceptance criteria for ai-assisted review and refactoring.

� Make types, lifecycle, trust boundaries, concurrency ownership, error states, and cleanup explicit.

� Validate design, source, build, runtime behavior, observability, and user outcome independently.

� Test positive, negative, malformed, boundary, cancellation, failure, recovery, scale, and rollback cases.

� Retain source, toolchain, dependency, artifact, configuration, telemetry, profile, and decision evidence.

� Prefer bounded work, least privilege, typed contracts, deterministic gates, staged rollout, and reversibility.

Failure patterns
� Treating ai-assisted review and refactoring as a library or syntax choice disconnected from end-to-end behavior.

� Assuming static types, framework defaults, or a successful build prove runtime correctness or security.

� Ignoring cancellation, cleanup, concurrency, version, environment, resource, or platform boundaries.

� Changing multiple variables before preserving the original state and stating a falsifiable hypothesis.

� Accepting generated code, dependencies, or optimizations without tests, provenance, review, and rollback.

� Declaring completion after one happy path without negative tests, profiling, deployment proof, and recurrence checks.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, types, contracts, dependencies, versions, ownership, and assumptions for ai-assisted
review and refactoring.

Observe Runtime state, tasks or goroutines, telemetry, artifacts, resources, errors, permissions, and user-visible outcomes.

Test Expected, prohibited, malformed, boundary, concurrent, cancelled, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, allocations, memory, concurrency, reliability, security, and operator effort.

Reconcile Intended design against code, build outputs, deployment identity, runtime behavior, tests, profiles, and residual limitations.
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Chapter 08 laboratory and review
Practical laboratory
Audit a repository for maintainability and ownership risk, then create a six-month improvement plan with measurable fitness
functions.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Develop a governed maintenance agent that can propose small tested changes but cannot merge or alter architecture without
review.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Integrated learning roadmap
The guide is intended to be revisited. First establish fluency, then build a small implementation, operate it under failure,
automate repeatable work, and finally evaluate emerging techniques against a stable baseline. Progress is demonstrated
through evidence rather than reading completion alone.

Stage Demonstrated capability

Foundation Explain the system from first principles and trace its critical path without relying on product terminology.

Build Implement the smallest representative system with explicit contracts, identities, telemetry, and tests.

Operate Diagnose injected failures, recover safely, and preserve evidence of the causal chain.

Automate Convert a proven manual workflow into bounded, idempotent, observable automation.

Architect Design for scale, resilience, security, interoperability, and lifecycle change.

Explore Evaluate frontier techniques using stated hypotheses, limitations, and adoption gates.
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Source authority register
Source policy
Official standards, specifications, and project documentation remain with their issuing organizations. Mythos Systems provides original
engineering interpretation, synthesis, implementation guidance, and relationship mapping. Source verification dates do not guarantee
that an authority has not changed since review.

01. ISO - ISO/IEC 25010:2023 - Product Quality Model
Role: Current software product quality characteristics and subcharacteristics.
Verified: 2026-07-26
Official source: https://www.iso.org/standard/78176.html

02. Git - Git Documentation
Role: Version-control, history, review, and change-management foundation.
Verified: 2026-07-26
Official source: https://git-scm.com/doc

03. GitHub - About Pull Request Reviews
Role: Review workflow and protected-change collaboration model.
Verified: 2026-07-26
Official source: https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/reviewing-changes-in-pull-requests/about-pull-request-reviews

04. NIST - SP 800-218 - Secure Software Development Framework Version 1.1
Role: Secure software development practices, tasks, roles, and evidence.
Verified: 2026-07-26
Official source: https://csrc.nist.gov/pubs/sp/800/218/final

05. OWASP Foundation - Application Security Verification Standard 5.0
Role: Testable application-security requirements and verification levels.
Verified: 2026-07-26
Official source: https://owasp.org/www-project-application-security-verification-standard/

06. SonarSource - Technical Debt and Maintainability Concepts
Role: Operational definitions for maintainability-oriented code metrics.
Verified: 2026-07-26
Official source: https://docs.sonarsource.com/sonarqube-server/user-guide/code-metrics/metrics-definition

Authority application and refresh triggers
Authority class Required library action

Protocols and specifications Recheck interoperability, security considerations, defaults, and migration guidance when a referenced specification
changes.

Security and assurance
frameworks

Update control mappings, evidence expectations, risk language, and assessment procedures after material framework
revision.

Languages, runtimes, and
projects

Re-run examples, tests, deprecation checks, and operational recommendations against supported releases.

Benchmarks and evaluations Re-execute claims when workloads, methods, models, compilers, drivers, hardware, or scoring rules change.

Operational evidence Incorporate validated incidents, failure tests, reader corrections, and measured implementation outcomes into the next
revision.
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Limitations, freshness, and revision control
Boundary Statement

Publication limitation This guide synthesizes broad engineering practice. It does not replace product documentation, legal advice, safety
certification, or environment-specific design review.

Evidence limitation Not every pattern is benchmarked in every environment. Examples illustrate engineering methods and must be validated
against actual versions, workloads, hardware, policy, and failure conditions.

Freshness limitation Vendor behavior, software libraries, AI models, security threats, and emerging standards can change quickly. Volatile claims
require source revalidation before operational adoption.

Adoption limitation Frontier content is not an implicit adoption recommendation. Adoption requires defined value, qualification gates,
controlled proof, rollback, ownership, and residual-risk acceptance.

Status boundary Candidate Focused Field Guide describes the publication, not certification of a product, implementation, engineer, or
organization.

Revision record
Version Revision statement

1.0.0-candidate Initial candidate living-guide edition. Published 2026-07-26; scheduled review 2026-10-26.

Search and relationship metadata
Dimension Engineering position

Primary domain MYTHOS-SWE - Software Engineering & Design

Secondary domain MYTHOS-DAT; MYTHOS-SEC; MYTHOS-UX

Publication class Field Guide / Canonical Living Overview Guide

Skill levels L1 Foundational; L2 Practitioner; L3 Advanced; L4 Frontier

Tags code review, refactoring, technical debt, maintainability, architecture fitness, legacy modernization, quality, ownership, AI
code review, software evolution

Canonical route /library/field-guides/mythos-fg-swe-0013/

Living publication
Corrections, expanded laboratories, improved diagrams, authority changes, and new engineering evidence should revise this
permanent publication rather than create disconnected replacements.
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