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How to use this guide

Read the guide as a progressive system rather than a disconnected encyclopedia. Foundational material establishes the mental
model; practitioner sections convert it into repeatable implementation and operations; advanced sections expose architecture,
scale, security, and failure behavior; frontier sections describe technologies whose evidence or maturity is still evolving.

New practitioners should follow the chapters in order and complete the laboratories. Experienced engineers may begin with the
architecture, failure, validation, or frontier sections, then use the related-document map to deepen a specific topic.

Learning and assurance model

Level Reader outcome

L1 - Foundational Terminology, first principles, component roles, packet or state flow, and simple working examples.
L2 - Practitioner Implementation, configuration, automation, testing, troubleshooting, and operational evidence.

L3 - Advanced Architecture, scale, concurrency, resilience, threat models, performance, and complex migrations.
L4 - Frontier Emerging systems, research directions, technical uncertainty, readiness gates, and adoption signals.
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CHAPTER 01

Scientific debugging and evidence discipli

Treat debugging as controlled inference from observations to cause.

Treat debugging as controlled inference from observations to cause.

t5 1.1 Problem statement and impact

Problem statement and impact must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Describe expected and observed behavior, affected population, first occurrence, frequency, severity,
and business consequence. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies,
limits, ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for problem statement and impact.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating problem statement and impact as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for problem statement and
impact.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 1.2 Timeline and change context

Timeline and change context must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Identify deployments, configuration, data, traffic, dependency, infrastructure, certificate, feature, and
operator changes. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for timeline and change context.
Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.
Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating timeline and change context as a document or tool activity disconnected from actual system behavior.

Relying on intended design or configuration without proving implementation and runtime outcomes.
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Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for timeline and change context.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

¢+ 1.3 Hypotheses and discriminating tests

Hypotheses and discriminating tests must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. List plausible causes, predicted evidence, counterevidence, cheapest safe test, and update confidence
explicitly. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for hypotheses and discriminating tests.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating hypotheses and discriminating tests as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for hypotheses and
discriminating tests.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 1.4 Evidence preservation and experiment control

Evidence preservation and experiment control must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Capture original state, timestamps, versions, commands, artifacts, inputs, and outcomes
before making changes. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for evidence preservation and experiment
control.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating evidence preservation and experiment control as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for evidence preservation and
experiment control.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.
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Chapter 01 laboratory and review

Practical laboratory
Debug a synthetic failure with five plausible causes, requiring a written hypothesis table and one-variable experiments before

remediation.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Extend debugging to autonomous systems with machine-generated hypotheses that remain evidence-bound and human
reviewable.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 02

Reproduction, minimization, and environ

ggen tmglent or complex failures into repeatable, smallest useful cases.

Convert intermittent or complex failures into repeatable, smallest useful cases.

+5 2.1 Reproduction matrix

Reproduction matrix must be treated as an observable engineering mechanism rather than a slogan, framework checkbox, or
tool output. Vary input, user, data, version, configuration, platform, load, timing, network, dependency, and deployment
topology. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for reproduction matrix.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating reproduction matrix as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for reproduction matrix.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 2.2 Failure minimization

Failure minimization must be treated as an observable engineering mechanism rather than a slogan, framework checkbox, or
tool output. Reduce code, data, request, sequence, components, threads, services, and configuration while preserving the
symptom. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for failure minimization.
Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.
Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating failure minimization as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.

Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
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Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for failure minimization.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

+5 2.3 Determinism and record-replay

Determinism and record-replay must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Control randomness, clocks, scheduling, external responses, files, environment, and execution history.
The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership, telemetry,
failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for determinism and record-replay.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating determinism and record-replay as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0013



MYTHOS-FG-SWE-0008 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for determinism and
record-replay.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 2.4 Production parity and divergence

Production parity and divergence must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Compare binaries, flags, secrets, topology, scale, data, kernel, runtime, hardware, and provider
behavior. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for production parity and divergence.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating production parity and divergence as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for production parity and
divergence.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0015



MYTHOS-FG-SWE-0008 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Chapter 02 laboratory and review

Practical laboratory
Take a nondeterministic test failure and build a minimized reproducible case using fixed seeds, virtual time, dependency recording,
and environment capture.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore deterministic replay, time-travel debugging, full-system simulation, and attested reproduction environments.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 03

Interactive debuggers and runtime state

Inspect execution without allowing the debugger itself to become an unexamined source of change.

Inspect execution without allowing the debugger itself to become an unexamined source of change.

+5 3.1 Breakpoints, stepping, and watchpoints

Breakpoints, stepping, and watchpoints must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Use conditional and data breakpoints, thread control, stack navigation, expressions, and
event catches. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for breakpoints, stepping, and watchpoints.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating breakpoints, stepping, and watchpoints as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for breakpoints, stepping, and
watchpoints.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 3.2 Stacks, frames, variables, and memory

Stacks, frames, variables, and memory must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Inspect locals, arguments, registers, heap, objects, pointers, ownership, references, and
corrupted representations. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies,
limits, ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for stacks, frames, variables, and memory.
Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.
Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating stacks, frames, variables, and memory as a document or tool activity disconnected from actual system behavior.

Relying on intended design or configuration without proving implementation and runtime outcomes.
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Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for stacks, frames, variables, and
memory.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

+5 3.3 Core, crash, and minidump analysis

Core, crash, and minidump analysis must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Collect symbols, modules, threads, exception context, memory, build identity, and dump provenance.
The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership, telemetry,
failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for core, crash, and minidump analysis.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating core, crash, and minidump analysis as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for core, crash, and minidump
analysis.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 3.4 Debugger automation and scripting

Debugger automation and scripting must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Create repeatable commands, pretty printers, data extraction, remote sessions, and safe diagnostic
scripts. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for debugger automation and scripting.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating debugger automation and scripting as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0020



MYTHOS-FG-SWE-0008 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for debugger automation and
scripting.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.
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Chapter 03 laboratory and review

Practical laboratory
Analyze a controlled crash in GDB, LLDB, or WinDbg, produce a stack and memory explanation, and automate one repeated inspection.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore omniscient debugging, language-server integration, symbolic execution, and Al-assisted state explanation with source
citations.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 04

Logs, traces, metrics, events, and

thswetK/%achrljlrlateydiagnostic system rather than independent dashboards.

Use telemetry as a coordinated diagnostic system rather than independent dashboards.

+5 4.1 Structured logging

Structured logging must be treated as an observable engineering mechanism rather than a slogan, framework checkbox, or tool
output. Record event name, operation, identity, resource, state, result, error, version, and correlation with bounded sensitive
data. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for structured logging.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating structured logging as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for structured logging.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 4.2 Distributed tracing

Distributed tracing must be treated as an observable engineering mechanism rather than a slogan, framework checkbox, or tool
output. Trace requests, tasks, messages, queues, dependencies, retries, timeouts, links, baggage, and critical paths. The design
should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership, telemetry, failure
behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for distributed tracing.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating distributed tracing as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.

Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0024



MYTHOS-FG-SWE-0008 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for distributed tracing.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

¢+ 4.3 Metrics and exemplars

Metrics and exemplars must be treated as an observable engineering mechanism rather than a slogan, framework checkbox, or
tool output. Use rates, errors, duration, saturation, queues, resource, state, and exemplar links to move from aggregate to
event. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for metrics and exemplars.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating metrics and exemplars as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for metrics and exemplars.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 4.4 Telemetry quality and gaps

Telemetry quality and gaps must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Detect sampling, cardinality, parser drift, clock skew, dropped signals, missing context, and misleading
aggregation. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for telemetry quality and gaps.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating telemetry quality and gaps as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for telemetry quality and gaps.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.
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Chapter 04 laboratory and review

Practical laboratory
Instrument a multi-service defect with correlated logs, traces, and metrics, then diagnose one missing or misleading telemetry signal.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore causal telemetry graphs, semantic debugging queries, and automatically generated diagnostic probes.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 05

Memory, resource, and concurrency

L3 [
QJ glgentgs&t! ggfe state, lifetime, contention, leaks, and nondeterministic execution.

Find failures caused by unsafe state, lifetime, contention, leaks, and nondeterministic execution.

$5 5.1 Memory corruption and lifetime

Memory corruption and lifetime must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Use sanitizers, heap analysis, ownership, bounds, use-after-free, double free, leaks, fragmentation,
and unsafe code review. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for memory corruption and lifetime.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating memory corruption and lifetime as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for memory corruption and
lifetime.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 5.2 Resource leaks and exhaustion

Resource leaks and exhaustion must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Track files, sockets, tasks, threads, handles, connections, queues, descriptors, GPU memory, and
external quotas. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for resource leaks and exhaustion.
Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.
Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating resource leaks and exhaustion as a document or tool activity disconnected from actual system behavior.

Relying on intended design or configuration without proving implementation and runtime outcomes.
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Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for resource leaks and
exhaustion.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

¢+ 5.3 Race, deadlock, starvation, and livelock

Race, deadlock, starvation, and livelock must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Use thread dumps, lock graphs, schedule exploration, race detectors, wait reasons, and
progress invariants. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for race, deadlock, starvation, and livelock.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating race, deadlock, starvation, and livelock as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0031



MYTHOS-FG-SWE-0008 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for race, deadlock, starvation,
and livelock.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 5.4 Asynchronous and cancellation bugs

Asynchronous and cancellation bugs must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Inspect escaped tasks, lost wakeups, cancellation swallowing, timeout nesting,
await-under-lock, and incomplete cleanup. The design should identify authoritative inputs, states, boundaries, assumptions,
dependencies, limits, ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for asynchronous and cancellation bugs.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating asynchronous and cancellation bugs as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for asynchronous and
cancellation bugs.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.
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Chapter 05 laboratory and review

Practical laboratory
Diagnose a lab containing a memory leak, deadlock, race, and async task leak using runtime and operating-system evidence.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore memory-safe systems, deterministic concurrency testing, hardware tracing, and formally verified synchronization.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 06

Distributed and production debugging

Reason across independently failing services, clocks, networks, data, and deployments.

Reason across independently failing services, clocks, networks, data, and deployments.

¢+ 6.1 End-to-end transaction reconstruction

End-to-end transaction reconstruction must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Connect client, gateway, service, message, database, cache, network, identity, and
third-party evidence. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for end-to-end transaction reconstruction.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating end-to-end transaction reconstruction as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for end-to-end transaction
reconstruction.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 6.2 Partial failure and uncertain outcomes

Partial failure and uncertain outcomes must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Distinguish timeout, rejection, completion, duplicate effect, stale data, split brain, partition,
and retry amplification. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for partial failure and uncertain outcomes.
Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.
Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating partial failure and uncertain outcomes as a document or tool activity disconnected from actual system behavior.

Relying on intended design or configuration without proving implementation and runtime outcomes.
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Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for partial failure and uncertain
outcomes.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

+5) 6.3 Configuration and deployment drift

Configuration and deployment drift must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Compare desired, deployed, runtime, environment, feature, schema, migration, route, and
dependency state. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for configuration and deployment drift.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating configuration and deployment drift as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for configuration and
deployment drift.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 6.4 Safe production diagnostics

Safe production diagnostics must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Use dynamic logging, snapshots, profiling, packet capture, eBPF, sampling, feature flags, and
restricted access with rollback. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies,
limits, ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for safe production diagnostics.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating safe production diagnostics as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for safe production diagnostics.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.
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Chapter 06 laboratory and review

Practical laboratory
Troubleshoot a production-like distributed incident involving timeout, retry, stale configuration, and a data mismatch; reconstruct the
causal chain.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore live program analysis, eBPF-based universal diagnostics, confidential debugging, and autonomous distributed triage.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 07

Source history, bisecting, and comparative

gelﬁgmsg§sons to locate the change or condition that introduced failure.

Use controlled comparisons to locate the change or condition that introduced failure.

+5 7.1 Version and commit bisecting

Version and commit bisecting must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Automate good and bad classification, handle flaky tests, dependencies, schema, data, build, and
environment changes. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for version and commit bisecting.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating version and commit bisecting as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for version and commit
bisecting.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 7.2 Differential testing

Differential testing must be treated as an observable engineering mechanism rather than a slogan, framework checkbox, or tool
output. Compare versions, implementations, platforms, compilers, configurations, regions, and inputs to isolate divergence. The
design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership, telemetry, failure
behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for differential testing.
Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.
Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating differential testing as a document or tool activity disconnected from actual system behavior.

Relying on intended design or configuration without proving implementation and runtime outcomes.
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Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for differential testing.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

+5 7.3 Feature and configuration isolation

Feature and configuration isolation must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Use flags, dependency substitution, rollout cohorts, canaries, dark launches, and controlled
disablement. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for feature and configuration isolation.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating feature and configuration isolation as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for feature and configuration
isolation.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 7.4 Regression and prevention tests

Regression and prevention tests must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Convert the minimal failure into stable unit, property, integration, system, or operational tests with
clear oracle. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits, ownership,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for regression and prevention tests.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating regression and prevention tests as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Mythos Systems MYTHOS-SWE - Software Engineering & Design 0044



MYTHOS-FG-SWE-0008 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for regression and prevention
tests.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.
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Chapter 07 laboratory and review

Practical laboratory
Use an automated bisect to identify a defect, verify causality with a minimal patch, and create a regression test that fails only for the
bad behavior.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore semantic diffs, model-based bisecting, and Al-generated causal experiments constrained by repository evidence.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 08

Root cause, postmortems, and corrective

[
apgm\l/gn system allowed the failure and prove that improvement addresses the causal mechanism.

Explain why the system allowed the failure and prove that improvement addresses the causal mechanism.

t5 8.1 Causal graph and contributing conditions

Causal graph and contributing conditions must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Separate trigger, root mechanism, enabling architecture, process, detection, response, and
recovery factors. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for causal graph and contributing conditions.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating causal graph and contributing conditions as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for causal graph and
contributing conditions.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 8.2 Five whys and anti-patterns

Five whys and anti-patterns must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Use questioning to reveal systems, not blame; avoid single-cause stories, hindsight bias, and stopping
at human error. The design should identify authoritative inputs, states, boundaries, assumptions, dependencies, limits,
ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for five whys and anti-patterns.
Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.
Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.
Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.
Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

hypothesis:
statement: "connection leak occurs when cancellation interrupts response handling"
predicts:
- pool_in_use_increases_after_canceled_requests
- task_count_returns_to_baseline

- sockets_remain_established
experiment:

vary: cancellation_timing

hold_constant: [build, data, load, dependency]
evidence: [trace, pool-metric, task-dump, socket-table]
regression: canceled-request-releases-connection

Failure patterns
Treating five whys and anti-patterns as a document or tool activity disconnected from actual system behavior.

Relying on intended design or configuration without proving implementation and runtime outcomes.
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Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.

Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for five whys and anti-patterns.
Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.
Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

+5 8.3 Corrective and preventive actions

Corrective and preventive actions must be treated as an observable engineering mechanism rather than a slogan, framework
checkbox, or tool output. Change code, tests, architecture, configuration, observability, automation, ownership, training,
supplier, and recovery as appropriate. The design should identify authoritative inputs, states, boundaries, assumptions,
dependencies, limits, ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for corrective and preventive actions.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating corrective and preventive actions as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for corrective and preventive
actions.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.

@ 8.4 Verification and recurrence monitoring

Verification and recurrence monitoring must be treated as an observable engineering mechanism rather than a slogan,
framework checkbox, or tool output. Assign owners and deadlines, define completion evidence, test the control, monitor leading
indicators, and review effectiveness. The design should identify authoritative inputs, states, boundaries, assumptions,
dependencies, limits, ownership, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the symptom, timeline, hypothesis, observation, experiment, causal mechanism, fix,
regression proof, and corrective action chain. A diagram, passing test, successful request, exploit result, benchmark, or green
dashboard is not sufficient proof by itself. Intended behavior must be reconciled with implemented state, negative and
boundary tests, degraded conditions, raw evidence, recovery, and the resulting user, service, or risk outcome.

Implementation begins with a minimal known-good baseline and explicit invariants. Introduce one variable or dependency at a
time, preserve before-state evidence, test expected and prohibited behavior, inject realistic failure, and retain a reversible path.
Automation and Al assistance must stop safely when authority, freshness, identity, state, or expected outcomes are ambiguous.

Troubleshooting and assurance should locate the first divergence from the expected contract or state machine. Account for
time, concurrency, caching, eventual consistency, data and schema drift, partial failure, environment differences, hidden
coupling, resource saturation, and missing telemetry. Completion requires reproducible evidence, a causal explanation,
validated restoration, residual limitations, and prevention or monitoring actions.
Engineering practices

Define the objective, owner, authority, scope, assumptions, dependencies, and acceptance criteria for verification and recurrence monitoring.

Model expected states, boundaries, inputs, outputs, failure modes, and evidence before implementation.

Validate intended design, implemented behavior, runtime state, and user or mission outcome independently.

Test positive, negative, boundary, degraded, failed, recovery, scale, and rollback conditions.

Preserve source, version, configuration, data, telemetry, artifacts, timestamps, decisions, and limitations.

Automate through typed contracts, least privilege, deterministic gates, bounded concurrency, canaries, and reversibility.

Failure patterns
Treating verification and recurrence monitoring as a document or tool activity disconnected from actual system behavior.
Relying on intended design or configuration without proving implementation and runtime outcomes.
Ignoring failure, concurrency, data, identity, environment, compatibility, and operational boundaries.
Changing several variables before preserving the original state and stating a falsifiable hypothesis.
Allowing generated code, tests, findings, or optimizations to proceed without authoritative inputs and review.

Declaring success after one positive example without negative tests, reproducibility, rollback, and recurrence checks.
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Validation and evidence

Examine Requirements, architecture, source, contracts, data, versions, ownership, and assumptions for verification and recurrence
monitoring.

Observe Runtime state, control flow, telemetry, artifacts, resource behavior, errors, test results, and user-visible outcomes.

Test Expected, prohibited, boundary, malformed, concurrent, degraded, failed, recovery, and rollback cases.

Measure Correctness, latency, throughput, resource use, reliability, coverage, risk, maintainability, and operational impact.

Reconcile Intended requirements and design against code, configuration, runtime behavior, tests, evidence, and residual limitations.
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Chapter 08 laboratory and review

Practical laboratory
Write a blameless postmortem from a provided incident, construct a causal graph, and define corrective actions with
proof-of-completion gates.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Develop machine-assisted causal analysis that preserves uncertainty, contrary evidence, and human accountability.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Integrated learning roadmap

The guide is intended to be revisited. First establish fluency, then build a small implementation, operate it under failure,
automate repeatable work, and finally evaluate emerging techniques against a stable baseline. Progress is demonstrated
through evidence rather than reading completion alone.

_ Demonstrated ca pability

Foundation Explain the system from first principles and trace its critical path without relying on product terminology.
Build Implement the smallest representative system with explicit contracts, identities, telemetry, and tests.
Operate Diagnose injected failures, recover safely, and preserve evidence of the causal chain.

Automate Convert a proven manual workflow into bounded, idempotent, observable automation.

Architect Design for scale, resilience, security, interoperability, and lifecycle change.

Explore Evaluate frontier techniques using stated hypotheses, limitations, and adoption gates.
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Source authority register

CANDIDATE FOCUSED FIELD GUIDE

Source policy

Official standards, specifications, and project documentation remain with their issuing organizations. Mythos Systems provides original
engineering interpretation, synthesis, implementation guidance, and relationship mapping. Source verification dates do not guarantee

that an authority has not changed since review.

01. OpenTelemetry - OpenTelemetry Semantic Conventions

Role: Cross-language telemetry meaning for traces, metrics, logs, and resources.
Verified: 2026-07-26

Official source: https://opentelemetry.io/docs/specs/semconv/

02. GNU Project - Debugging with GDB

Role: Debugger operation, breakpoints, state inspection, tracing, and core analysis.

Verified: 2026-07-26
Official source: https://sourceware.org/gdb/current/onlinedocs/gdb.html/

03. LLVM Project - LLDB Tutorial

Role: LLVM debugger workflows and scripting reference.
Verified: 2026-07-26

Official source: https://lidb.llvm.org/use/tutorial.html

04. Microsoft - Windows Debugger Documentation

Role: Windows user-mode and kernel debugging documentation.

Verified: 2026-07-26

Official source: https://learn.microsoft.com/windows-hardware/drivers/debugger/

05. Linux Kernel - ftrace - Function Tracer

Role: Kernel tracing framework for latency and execution analysis.
Verified: 2026-07-26

Official source: https://docs.kernel.org/trace/ftrace.html

06. Google - Site Reliability Engineering - Postmortem Culture
Role: Blameless postmortems and systemic corrective action.
Verified: 2026-07-26

Official source: https://sre.google/sre-book/postmortem-culture/

07. NIST - SP 800-61 Rev. 3 - Incident Response Recommendations
Role: Current incident-response and risk-management guidance.
Verified: 2026-07-26

Official source: https://csrc.nist.gov/pubs/sp/800/61/r3/final

Authority application and refresh triggers

Authority class Required library action

Protocols and specifications Recheck interoperability, security considerations, defaults, and migration guidance when a referenced specification
changes.

Security and assurance Update control mappings, evidence expectations, risk language, and assessment procedures after material framework

frameworks revision.

Languages, runtimes, and Re-run examples, tests, deprecation checks, and operational recommendations against supported releases.

projects

Benchmarks and evaluations Re-execute claims when workloads, methods, models, compilers, drivers, hardware, or scoring rules change.

Operational evidence Incorporate validated incidents, failure tests, reader corrections, and measured implementation outcomes into the next
revision.
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Limitations, freshness, and revision control

_

Publication limitation This guide synthesizes broad engineering practice. It does not replace product documentation, legal advice, safety
certification, or environment-specific design review.

Evidence limitation Not every pattern is benchmarked in every environment. Examples illustrate engineering methods and must be validated
against actual versions, workloads, hardware, policy, and failure conditions.

Freshness limitation Vendor behavior, software libraries, Al models, security threats, and emerging standards can change quickly. Volatile claims
require source revalidation before operational adoption.

Adoption limitation Frontier content is not an implicit adoption recommendation. Adoption requires defined value, qualification gates,
controlled proof, rollback, ownership, and residual-risk acceptance.

Status boundary Candidate Focused Field Guide describes the publication, not certification of a product, implementation, engineer, or
organization.

Revision record

1.0.0-candidate Initial candidate living-guide edition. Published 2026-07-26; scheduled review 2026-10-26.

Search and relationship metadata

Primary domain MYTHOS-SWE - Software Engineering & Design

Secondary domain MYTHOS-DAT; MYTHOS-CLD; MYTHOS-SEC

Publication class Field Guide / Canonical Living Overview Guide

Skill levels L1 Foundational; L2 Practitioner; L3 Advanced; L4 Frontier

Tags debugging, diagnostics, root cause analysis, GDB, LLDB, WinDbg, distributed tracing, core dumps, concurrency bugs,
postmortem

Canonical route /library/field-guides/mythos-fg-swe-0008/

Living publication

Corrections, expanded laboratories, improved diagrams, authority changes, and new engineering evidence should revise this
permanent publication rather than create disconnected replacements.
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