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How to use this guide
Read the guide as a progressive system rather than a disconnected encyclopedia. Foundational material establishes the mental
model; practitioner sections convert it into repeatable implementation and operations; advanced sections expose architecture,
scale, security, and failure behavior; frontier sections describe technologies whose evidence or maturity is still evolving.

Suggested reading path
New practitioners should follow the chapters in order and complete the laboratories. Experienced engineers may begin with the
architecture, failure, validation, or frontier sections, then use the related-document map to deepen a specific topic.

Learning and assurance model
Level Reader outcome

L1 - Foundational Terminology, first principles, component roles, packet or state flow, and simple working examples.

L2 - Practitioner Implementation, configuration, automation, testing, troubleshooting, and operational evidence.

L3 - Advanced Architecture, scale, concurrency, resilience, threat models, performance, and complex migrations.

L4 - Frontier Emerging systems, research directions, technical uncertainty, readiness gates, and adoption signals.
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Chapter 01 - Preparedness and incident-response capability

CHAPTER 01

Preparedness and incident-response
capabilityBuild the organizational, technical, and operational foundation before an incident.

Chapter operating position
Build the organizational, technical, and operational foundation before an incident.

1.1 Policy, plan, and authority
Policy, plan, and authority must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Define incident criteria, severity, roles, command, legal authority, emergency change, evidence, and executive escalation.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for policy, plan, and authority.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating policy, plan, and authority as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for policy, plan,
and authority.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

1.2 Teams and external relationships
Teams and external relationships must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Coordinate security, IT, cloud, network, identity, application, legal, privacy, communications, HR, vendors,
insurers, and law enforcement. The design should name authoritative inputs, identities, state transitions, dependencies,
cryptographic or policy boundaries, limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for teams and external relationships.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.
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Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating teams and external relationships as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for teams and
external relationships.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

1.3 Visibility and readiness
Visibility and readiness must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Maintain assets, identities, logging, time, contacts, access, tools, clean systems, backups, packet capture, and documentation.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for visibility and readiness.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating visibility and readiness as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for visibility
and readiness.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

1.4 Playbooks and exercises
Playbooks and exercises must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Prepare scenario-specific decisions, actions, dependencies, communications, recovery, and after-action improvement. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
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� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for playbooks and exercises.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating playbooks and exercises as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for playbooks
and exercises.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 01 laboratory and review
Practical laboratory
Evaluate readiness for ransomware, cloud-account compromise, data theft, and destructive insider activity; identify single points of
failure.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Extend preparedness to AI-agent compromise, model theft, 5G/private network incidents, and cryptographic transition failures.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 02 - Detection, triage, declaration, and command

CHAPTER 02

Detection, triage, declaration, and command
Move from observation to managed incident without losing time or evidence.

Chapter operating position
Move from observation to managed incident without losing time or evidence.

2.1 Signal intake and validation
Signal intake and validation must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Assess source, fidelity, affected entities, time, behavior, duplicates, context, false positives, and immediate danger. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for signal intake and validation.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating signal intake and validation as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.



MYTHOS-FG-SEC-0012 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-SEC - Cybersecurity, Security Engineering & Cryptography 0012

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for signal
intake and validation.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

2.2 Scope and severity
Scope and severity must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Estimate systems, identities, data, regions, customers, safety, availability, persistence, active threat, and uncertainty. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for scope and severity.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.
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Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating scope and severity as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for scope and
severity.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

2.3 Incident declaration and command
Incident declaration and command must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Name commander, objectives, workstreams, decision cadence, records, communications, and escalation. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for incident declaration and command.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating incident declaration and command as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for incident
declaration and command.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

2.4 Immediate protective actions
Immediate protective actions must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Use credential revocation, isolation, blocks, preservation, monitoring, and service changes according to risk. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
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� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for immediate protective actions.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating immediate protective actions as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for immediate
protective actions.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 02 laboratory and review
Practical laboratory
Run an ambiguous alert-to-incident tabletop in which evidence changes over time and participants must update scope, severity, and
command.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore machine-assisted triage and dynamic incident graphs with explicit human declaration authority.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 03 - Containment and adversary eviction

CHAPTER 03

Containment and adversary eviction
Limit harm while preserving business operations and investigative options.

Chapter operating position
Limit harm while preserving business operations and investigative options.

3.1 Short-term containment
Short-term containment must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Isolate hosts, identities, workloads, network paths, accounts, applications, data, tokens, keys, and administrative access. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for short-term containment.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating short-term containment as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for short-term
containment.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

3.2 Strategic containment
Strategic containment must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Design temporary architecture, clean administration, segmented recovery, alternate services, monitoring, and communications.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for strategic containment.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.



MYTHOS-FG-SEC-0012 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-SEC - Cybersecurity, Security Engineering & Cryptography 0019

Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating strategic containment as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for strategic
containment.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

3.3 Credential and trust reset
Credential and trust reset must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Revoke sessions, tokens, passwords, certificates, secrets, keys, federation, service accounts, and privileged pathways. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for credential and trust reset.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating credential and trust reset as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for credential
and trust reset.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

3.4 Adversary eviction planning
Adversary eviction planning must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Coordinate sequencing, simultaneous actions, persistence removal, monitoring, communications, and fallback. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
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� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for adversary eviction planning.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating adversary eviction planning as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for adversary
eviction planning.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 03 laboratory and review
Practical laboratory
Build a containment plan for a multi-domain compromise involving endpoints, cloud identity, VPN, and a software supplier; test
business impact.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore attack-path-driven containment and digitally simulated eviction sequences.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 04 - Forensic acquisition and evidence integrity

CHAPTER 04

Forensic acquisition and evidence integrity
Collect sufficient evidence with reproducible methods and known limitations.

Chapter operating position
Collect sufficient evidence with reproducible methods and known limitations.

4.1 Volatile and endpoint acquisition
Volatile and endpoint acquisition must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Capture memory, processes, network state, users, handles, services, files, logs, configuration, and disk images.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for volatile and endpoint acquisition.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating volatile and endpoint acquisition as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for volatile and
endpoint acquisition.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

4.2 Network and communications evidence
Network and communications evidence must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Preserve packets, flows, DNS, proxies, firewalls, VPN, email, collaboration, certificates, and routing context. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for network and communications evidence.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.
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Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating network and communications evidence as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for network
and communications evidence.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

4.3 Cloud, SaaS, and identity evidence
Cloud, SaaS, and identity evidence must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Acquire provider logs, API history, audit, snapshots, object versions, tokens, policy, identity, and support records.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for cloud, saas, and identity evidence.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating cloud, saas, and identity evidence as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for cloud, saas,
and identity evidence.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

4.4 Chain of custody and integrity
Chain of custody and integrity must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Record source, collector, time, method, authorization, hash, storage, transfer, access, transformation, and analysis. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
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� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for chain of custody and integrity.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating chain of custody and integrity as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for chain of
custody and integrity.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 04 laboratory and review
Practical laboratory
Acquire a mixed forensic set and produce a chain-of-custody record, hashes, acquisition limitations, and a repeatable validation
procedure.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore remote attested acquisition, confidential forensic workspaces, and tamper-evident evidence ledgers.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 05 - Analysis, scoping, and root cause

CHAPTER 05

Analysis, scoping, and root cause
Reconstruct what happened, what the adversary controlled, and what remains uncertain.

Chapter operating position
Reconstruct what happened, what the adversary controlled, and what remains uncertain.

5.1 Timeline and entity resolution
Timeline and entity resolution must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Normalize events, identities, devices, processes, sessions, addresses, resources, files, and clock uncertainty. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for timeline and entity resolution.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating timeline and entity resolution as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for timeline
and entity resolution.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

5.2 Initial access and execution
Initial access and execution must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Identify exploited weakness, credential, supplier, user action, exposed service, code, and privilege path. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for initial access and execution.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.
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Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating initial access and execution as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for initial
access and execution.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

5.3 Persistence, movement, collection, and impact
Persistence, movement, collection, and impact must be implemented as an observable engineering mechanism, not a product
label or maturity claim. Trace mechanisms, credentials, trust, network paths, data access, staging, exfiltration, modification, and
destruction. The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy
boundaries, limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for persistence, movement, collection, and impact.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating persistence, movement, collection, and impact as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for
persistence, movement, collection, and impact.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

5.4 Root cause and contributing conditions
Root cause and contributing conditions must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Separate initiating cause, control failure, architecture weakness, process failure, detection gap, and recovery
issue. The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy
boundaries, limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
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� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for root cause and contributing conditions.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating root cause and contributing conditions as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for root cause
and contributing conditions.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 05 laboratory and review
Practical laboratory
Analyze a synthetic evidence set, create an incident graph and timeline, and document confirmed, probable, possible, and disproven
conclusions.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore causal analysis, attack-graph reconstruction, and evidence-grounded multi-agent investigation.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 06 - Eradication, rebuild, and secure recovery

CHAPTER 06

Eradication, rebuild, and secure recovery
Restore trusted services without carrying compromise into the recovered environment.

Chapter operating position
Restore trusted services without carrying compromise into the recovered environment.

6.1 Eradication criteria
Eradication criteria must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Remove persistence, vulnerable code, malicious artifacts, credentials, access paths, unsafe configuration, and compromised
trust. The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy
boundaries, limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for eradication criteria.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating eradication criteria as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for eradication
criteria.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

6.2 Clean rebuild and restoration
Clean rebuild and restoration must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Use trusted media, verified images, configuration, secrets, identity, data, dependencies, backups, and staged activation.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for clean rebuild and restoration.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.
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Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating clean rebuild and restoration as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for clean
rebuild and restoration.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

6.3 Recovery validation
Recovery validation must be implemented as an observable engineering mechanism, not a product label or maturity claim. Test
security, functionality, performance, monitoring, backup, access, negative cases, and recurrence indicators. The design should
name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for recovery validation.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating recovery validation as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for recovery
validation.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

6.4 Return to normal and watch period
Return to normal and watch period must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Use elevated monitoring, restrictions, staged users, owner acceptance, rollback, and residual-risk review. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
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� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for return to normal and watch period.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating return to normal and watch period as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for return to
normal and watch period.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 06 laboratory and review
Practical laboratory
Design and execute a recovery sequence for compromised identity and application infrastructure, including clean-room administration
and validation.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore reproducible infrastructure recovery, signed system state, confidential rebuild environments, and automated assurance
gates.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 07 - Communication, legal, privacy, and business coordination

CHAPTER 07

Communication, legal, privacy, and business
coordinationMake accurate, timely decisions across technical and nontechnical obligations.

Chapter operating position
Make accurate, timely decisions across technical and nontechnical obligations.

7.1 Internal reporting and executive decisions
Internal reporting and executive decisions must be implemented as an observable engineering mechanism, not a product label
or maturity claim. Provide impact, confidence, actions, risks, options, costs, dependencies, and next decision time. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for internal reporting and executive decisions.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating internal reporting and executive decisions as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.



MYTHOS-FG-SEC-0012 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-SEC - Cybersecurity, Security Engineering & Cryptography 0042

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for internal
reporting and executive decisions.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

7.2 Customer, partner, and public communication
Customer, partner, and public communication must be implemented as an observable engineering mechanism, not a product
label or maturity claim. Coordinate facts, uncertainty, affected services, protective steps, commitments, and update cadence.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for customer, partner, and public communication.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.
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Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating customer, partner, and public communication as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for customer,
partner, and public communication.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

7.3 Legal, regulatory, and privacy obligations
Legal, regulatory, and privacy obligations must be implemented as an observable engineering mechanism, not a product label
or maturity claim. Preserve privilege where appropriate, assess data, jurisdictions, contracts, notifications, evidence, and
records. The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy
boundaries, limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for legal, regulatory, and privacy obligations.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating legal, regulatory, and privacy obligations as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for legal,
regulatory, and privacy obligations.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

7.4 Vendor and law-enforcement coordination
Vendor and law-enforcement coordination must be implemented as an observable engineering mechanism, not a product label
or maturity claim. Share scoped evidence, indicators, requests, authority, timelines, limitations, and chain of custody. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices



MYTHOS-FG-SEC-0012 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-SEC - Cybersecurity, Security Engineering & Cryptography 0045

� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for vendor and law-enforcement coordination.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating vendor and law-enforcement coordination as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for vendor and
law-enforcement coordination.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 07 laboratory and review
Practical laboratory
Create a communication matrix and draft updates for leadership, technical teams, customers, regulators, and a critical vendor from
one scenario.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore machine-assisted multilingual crisis communication with human legal and executive approval.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 08 - Exercises, metrics, automation, and improvement

CHAPTER 08

Exercises, metrics, automation, and
improvementTurn every incident and exercise into measurable capability improvement.

Chapter operating position
Turn every incident and exercise into measurable capability improvement.

8.1 Tabletop and technical exercises
Tabletop and technical exercises must be implemented as an observable engineering mechanism, not a product label or
maturity claim. Use decision, communications, forensic, containment, recovery, supplier, and destructive scenarios. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for tabletop and technical exercises.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating tabletop and technical exercises as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.
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Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for tabletop
and technical exercises.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

8.2 After-action review
After-action review must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Identify what happened, what worked, what failed, why, impact, owners, due dates, and evidence of completion. The design
should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits, owners,
telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for after-action review.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.
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Implementation sketch
incident:
  id: IR-2026-042
  state: contained
  commander: security-incident-lead
  objectives:
    - stop-active-access
    - preserve-evidence
    - restore-critical-service
  workstreams:
    identity: revoke-and-reissue
    endpoints: isolate-and-acquire
    cloud: snapshot-and-restrict
    recovery: rebuild-from-verified-source
  gates:
    recover_only_if:
      - persistence-removed
      - trust-reset
      - monitoring-active
      - negative-tests-pass

Failure patterns
� Treating after-action review as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for after-action
review.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

8.3 Outcome metrics
Outcome metrics must be implemented as an observable engineering mechanism, not a product label or maturity claim.
Measure detection, declaration, containment, eviction, recovery, recurrence, evidence quality, business impact, and readiness.
The design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries,
limits, owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
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paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for outcome metrics.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating outcome metrics as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for outcome
metrics.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.

8.4 Automation and AI assistance
Automation and AI assistance must be implemented as an observable engineering mechanism, not a product label or maturity
claim. Automate enrichment, evidence collection, tasking, communication drafts, and validation with approvals and audit. The
design should name authoritative inputs, identities, state transitions, dependencies, cryptographic or policy boundaries, limits,
owners, telemetry, failure behavior, and acceptance criteria.

This guide traces the subject through the signal, declaration, command, scope, containment, evidence, eradication, recovery,
and improvement chain. A configured integration, successful API response, established cryptographic session, green
dashboard, or closed ticket is not sufficient proof. Intended state must be reconciled with applied state, negative tests, degraded
behavior, raw evidence, recovery, and the resulting security or mission outcome.

A production implementation starts with a minimal known-good baseline and explicit invariants. Introduce one dependency or
capability at a time, preserve before-state evidence, test authorized and prohibited behavior, inject realistic failures, measure
convergence or recovery, and retain a tested rollback. Automation must stop safely when authority, freshness, identity,
integrity, cryptographic state, or observed outcomes are ambiguous.

Troubleshooting locates the first divergence from the expected state machine or end-to-end transaction. Inspect every authority
boundary and account for time, caching, eventual consistency, stale identity, incomplete collection, parser drift, asymmetric
paths, encapsulation, supply-chain state, side channels, partial failure, and missing evidence. Closure requires causal
explanation, reproducibility, validated restoration, residual limitations, and prevention or monitoring actions.

Engineering practices
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� Define authority, ownership, scope, dependencies, limits, and acceptance criteria for automation and ai assistance.

� Model expected state, trust boundaries, data flow, identity, and failure behavior before implementation.

� Validate intended configuration, active state, applied enforcement, raw evidence, and end-to-end outcome independently.

� Test normal, prohibited, degraded, failed, scale, recovery, and rollback conditions.

� Preserve policy, source, version, identity, telemetry, artifact, packet, log, time, and decision evidence.

� Automate through typed contracts, least privilege, deterministic gates, canaries, bounded authority, and reversible changes.

Failure patterns
� Treating automation and ai assistance as a product feature instead of an end-to-end engineering system.

� Relying on intended policy, rule code, or controller state without proving applied and operational behavior.

� Ignoring data quality, identity, time, cryptographic lifecycle, supplier state, or partial failure.

� Changing several variables before preserving evidence and stating a falsifiable hypothesis.

� Allowing automation or AI to act on stale, conflicting, unverified, or unauthorized inputs.

� Declaring success after one positive result without negative tests, rollback, and recurrence monitoring.

Validation and evidence

Method Expected evidence

Examine Requirements, architecture, identities, data, algorithms, policy, configuration, ownership, and dependencies for automation
and ai assistance.

Observe Active state, applied policy, raw events, telemetry, artifacts, cryptographic results, resources, and endpoint behavior.

Test Expected behavior, prohibited behavior, malformed inputs, dependency loss, partial failure, scale, recovery, and rollback.

Measure Availability, latency, detection quality, evidence completeness, cryptographic cost, risk, resource use, and mission outcome.

Reconcile Intended state against observed security, identity, application, cloud, cryptographic, data, and evidence records.
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Chapter 08 laboratory and review
Practical laboratory
Run a full lifecycle exercise and produce an improvement register whose items require proof of completion, not administrative closure.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Develop a resilient incident-command platform with parallel agents, immutable timelines, and human-controlled containment.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Integrated learning roadmap
The guide is intended to be revisited. First establish fluency, then build a small implementation, operate it under failure,
automate repeatable work, and finally evaluate emerging techniques against a stable baseline. Progress is demonstrated
through evidence rather than reading completion alone.

Stage Demonstrated capability

Foundation Explain the system from first principles and trace its critical path without relying on product terminology.

Build Implement the smallest representative system with explicit contracts, identities, telemetry, and tests.

Operate Diagnose injected failures, recover safely, and preserve evidence of the causal chain.

Automate Convert a proven manual workflow into bounded, idempotent, observable automation.

Architect Design for scale, resilience, security, interoperability, and lifecycle change.

Explore Evaluate frontier techniques using stated hypotheses, limitations, and adoption gates.
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Source authority register
Source policy
Official standards, specifications, and project documentation remain with their issuing organizations. Mythos Systems provides original
engineering interpretation, synthesis, implementation guidance, and relationship mapping. Source verification dates do not guarantee
that an authority has not changed since review.

01. NIST - SP 800-61 Rev. 3 - Incident Response Recommendations and Considerations for Cybersecurity Risk Management
Role: Current incident-response guidance integrated with the NIST Cybersecurity Framework 2.0.
Verified: 2026-07-26
Official source: https://csrc.nist.gov/pubs/sp/800/61/r3/final

02. NIST - SP 800-86 - Guide to Integrating Forensic Techniques into Incident Response
Role: Forensic-process integration with incident response.
Verified: 2026-07-26
Official source: https://csrc.nist.gov/pubs/sp/800/86/final

03. NIST - SP 800-184 - Guide for Cybersecurity Event Recovery
Role: Planning, playbooks, testing, and improvement for cyber-event recovery.
Verified: 2026-07-26
Official source: https://csrc.nist.gov/pubs/sp/800/184/final

04. NIST - Cybersecurity Framework 2.0
Role: Risk-governance and cybersecurity outcome framework.
Verified: 2026-07-26
Official source: https://www.nist.gov/cyberframework

05. MITRE - MITRE ATT&CK
Role: Curated knowledge base of adversary tactics, techniques, software, groups, mitigations, and detection strategies.
Verified: 2026-07-26
Official source: https://attack.mitre.org/

06. OASIS Open - CACAO Security Playbooks Version 2.0
Role: Machine-readable security playbook structure, workflow, commands, targets, variables, and execution semantics.
Verified: 2026-07-26
Official source: https://docs.oasis-open.org/cacao/security-playbooks/v2.0/security-playbooks-v2.0.html

Authority application and refresh triggers
Authority class Required library action

Protocols and specifications Recheck interoperability, security considerations, defaults, and migration guidance when a referenced specification
changes.

Security and assurance
frameworks

Update control mappings, evidence expectations, risk language, and assessment procedures after material framework
revision.

Languages, runtimes, and
projects

Re-run examples, tests, deprecation checks, and operational recommendations against supported releases.

Benchmarks and evaluations Re-execute claims when workloads, methods, models, compilers, drivers, hardware, or scoring rules change.

Operational evidence Incorporate validated incidents, failure tests, reader corrections, and measured implementation outcomes into the next
revision.
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Limitations, freshness, and revision control
Boundary Statement

Publication limitation This guide synthesizes broad engineering practice. It does not replace product documentation, legal advice, safety
certification, or environment-specific design review.

Evidence limitation Not every pattern is benchmarked in every environment. Examples illustrate engineering methods and must be validated
against actual versions, workloads, hardware, policy, and failure conditions.

Freshness limitation Vendor behavior, software libraries, AI models, security threats, and emerging standards can change quickly. Volatile claims
require source revalidation before operational adoption.

Adoption limitation Frontier content is not an implicit adoption recommendation. Adoption requires defined value, qualification gates,
controlled proof, rollback, ownership, and residual-risk acceptance.

Status boundary Candidate Focused Field Guide describes the publication, not certification of a product, implementation, engineer, or
organization.

Revision record
Version Revision statement

1.0.0-candidate Initial candidate living-guide edition. Published 2026-07-26; scheduled review 2026-10-26.

Search and relationship metadata
Dimension Engineering position

Primary domain MYTHOS-SEC - Cybersecurity, Security Engineering & Cryptography

Secondary domain MYTHOS-DAT; MYTHOS-NET; MYTHOS-CLD

Publication class Field Guide / Canonical Living Overview Guide

Skill levels L1 Foundational; L2 Practitioner; L3 Advanced; L4 Frontier

Tags incident response, digital forensics, recovery, containment, chain of custody, ransomware, crisis management, evidence,
root cause, resilience

Canonical route /library/field-guides/mythos-fg-sec-0012/

Living publication
Corrections, expanded laboratories, improved diagrams, authority changes, and new engineering evidence should revise this
permanent publication rather than create disconnected replacements.
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