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CHAPTER 01

BGP architecture and path-vector behavio

Understand BGP as a policy-distribution system rather than a shortest-path protocol.

Understand BGP as a policy-distribution system rather than a shortest-path protocol.

$5 1.1 Autonomous systems and reachability

Autonomous systems and reachability is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Define administrative domains, NLRI, path attributes, policy boundaries, and why BGP
exchanges reachability rather than topology. The engineer should be able to predict the expected state before opening a
command line, then compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for autonomous systems and reachability.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating autonomous systems and reachability as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
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Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for autonomous systems and
reachability.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

P 1.2 eBGP and iBGP roles

eBGP and iBGP roles is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Explain external policy exchange, internal distribution, next-hop behavior, AS-path updates, and loop
prevention. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for ebgp and ibgp roles.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.
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neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating ebgp and ibgp roles as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for ebgp and ibgp roles.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

+5 1.3 Adj-RIB-In, Loc-RIB, and Adj-RIB-Out

Adj-RIB-In, Loc-RIB, and Adj-RIB-Out is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Trace received routes, policy, candidate paths, selected routes, and advertised results.
The engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for adj-rib-in, loc-rib, and adj-rib-out.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating adj-rib-in, loc-rib, and adj-rib-out as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for adj-rib-in, loc-rib, and
adj-rib-out.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 1.4 Control plane and forwarding

Control plane and forwarding is an operational mechanism with observable inputs, state transitions, forwarding consequences,
and failure signatures. Separate accepted routes, selected routes, RIB installation, recursive next hop, FIB programming, and
traffic. The engineer should be able to predict the expected state before opening a command line, then compare that prediction
with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for control plane and forwarding.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating control plane and forwarding as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for control plane and forwarding.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 01 laboratory and review

Practical laboratory
Build three autonomous systems and trace one prefix through Adj-RIB-In, policy, Loc-RIB, RIB, FIB, and Adj-RIB-Out at each hop.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore BGP as a service-routing and intent distribution fabric for EVPN, VPNs, SR Policies, and cloud interconnect.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 02

Sessions, messages, and finite-state

hgn%thg[ort and protocol establishment precisely.

Diagnose BGP transport and protocol establishment precisely.

$5 2.1 TCP transport and session identity

TCP transport and session identity is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Understand addresses, ports, TTL, multihop, update source, routing dependency,
authentication, and collision handling. The engineer should be able to predict the expected state before opening a command
line, then compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for tcp transport and session identity.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating tcp transport and session identity as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Mythos Systems MYTHOS-NET - Network Engineering & Architecture 0011



MYTHOS-FG-NET-0005 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for tcp transport and session
identity.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 2.2 OPEN, KEEPALIVE, UPDATE, and NOTIFICATION

OPEN, KEEPALIVE, UPDATE, and NOTIFICATION is an operational mechanism with observable inputs, state transitions,
forwarding consequences, and failure signatures. Interpret capabilities, hold time, families, attributes, withdrawals, error
handling, and graceful reset. The engineer should be able to predict the expected state before opening a command line, then
compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for open, keepalive, update, and notification.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.
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neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating open, keepalive, update, and notification as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for open, keepalive, update, and
notification.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

¢+ 2.3 Finite-state machine

Finite-state machine is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Trace Idle, Connect, Active, OpenSent, OpenConfirm, and Established with transport and protocol evidence.
The engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for finite-state machine.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating finite-state machine as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for finite-state machine.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 2.4 Capabilities and address families

Capabilities and address families is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Negotiate multiprotocol families, route refresh, four-octet ASNs, graceful restart,
add-path, and extended messages. The engineer should be able to predict the expected state before opening a command line,
then compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for capabilities and address families.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating capabilities and address families as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for capabilities and address
families.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 02 laboratory and review

Practical laboratory
Create failed sessions caused by reachability, update source, ASN, authentication, address family, and policy errors. Capture TCP and
BGP evidence for each.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Evaluate QUIC-based research, post-quantum session protection, and signed capability or policy assertions.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 03

Attributes and best-path selection

Understand how BGP ranks policy and reachability signals.

Understand how BGP ranks policy and reachability signals.

¢+ 3.1 Well-known attributes

Well-known attributes is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Use ORIGIN, AS_PATH, NEXT_HOP, LOCAL_PREF, MED, and atomic aggregation with correct scope and
semantics. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for well-known attributes.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating well-known attributes as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
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Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for well-known attributes.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 3.2 Communities and large communities

Communities and large communities is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Encode intent, classification, geography, customer actions, blackholing, and operational
metadata without creating undocumented magic. The engineer should be able to predict the expected state before opening a
command line, then compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for communities and large communities.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.
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neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating communities and large communities as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for communities and large
communities.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

t5 3.3 Best-path process

Best-path process is an operational mechanism with observable inputs, state transitions, forwarding consequences, and failure
signatures. Document platform-specific ordering, deterministic MED, multipath, tie breakers, and policy overrides. The engineer
should be able to predict the expected state before opening a command line, then compare that prediction with device,
endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for best-path process.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating best-path process as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for best-path process.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 3.4 Recursive next-hop resolution

Recursive next-hop resolution is an operational mechanism with observable inputs, state transitions, forwarding consequences,
and failure signatures. Diagnose hidden IGP, tunnel, label, or interface dependencies beneath a valid BGP path. The engineer
should be able to predict the expected state before opening a command line, then compare that prediction with device,
endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for recursive next-hop resolution.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating recursive next-hop resolution as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for recursive next-hop resolution.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 03 laboratory and review

Practical laboratory
Advertise multiple paths with different attributes, predict selection before configuration, test multipath, and prove forwarding uses the
intended next hops.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore color-aware routing, intent-aware paths, programmable attributes, and policy verification across domains.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 04

Policy engineering and safe advertisemen

Treat every import and export decision as an explicit contract.

Treat every import and export decision as an explicit contract.

+5 4.1 Prefix sets and route maps

Prefix sets and route maps is an operational mechanism with observable inputs, state transitions, forwarding consequences,
and failure signatures. Match exact prefixes, lengths, attributes, communities, neighbors, and families with ordered, reviewable
logic. The engineer should be able to predict the expected state before opening a command line, then compare that prediction
with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for prefix sets and route maps.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating prefix sets and route maps as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
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Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for prefix sets and route maps.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 4.2 Default deny and explicit export

Default deny and explicit export is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Prevent leaks by advertising only authorized prefixes with valid origin, ownership, and
aggregate behavior. The engineer should be able to predict the expected state before opening a command line, then compare
that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for default deny and explicit export.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.
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neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating default deny and explicit export as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for default deny and explicit
export.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

t5 4.3 Aggregation and more-specifics

Aggregation and more-specifics is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Manage summaries, atomic aggregate behavior, contributors, holes, traffic engineering,
and withdrawal. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for aggregation and more-specifics.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating aggregation and more-specifics as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for aggregation and
more-specifics.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 4.4 Policy testing and change control

Policy testing and change control is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Use offline validation, synthetic routes, peer review, staged deployment, counters, and
rollback. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for policy testing and change control.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating policy testing and change control as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for policy testing and change
control.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 04 laboratory and review

Practical laboratory
Create customer, peer, and transit policies with default deny. Inject a route leak, overly broad prefix, private ASN, and unexpected

community, then prove containment.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Evaluate policy-as-code, formal route-policy verification, route provenance, and autonomous recommendations under human
approval.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 05

iBGP scale and route reflection

Scale internal distribution without creating hidden path-selection or resilience problems.

Scale internal distribution without creating hidden path-selection or resilience problems.

+5 5.1 Full mesh and scaling constraints

Full mesh and scaling constraints is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Understand session growth, update processing, failure domains, and operational burden.
The engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for full mesh and scaling constraints.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating full mesh and scaling constraints as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
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Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for full mesh and scaling
constraints.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 5.2 Route reflector clients and clusters

Route reflector clients and clusters is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Explain originator ID, cluster list, loop prevention, client-to-client behavior, and
placement. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for route reflector clients and clusters.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.
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neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating route reflector clients and clusters as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for route reflector clients and
clusters.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

t5 5.3 Path hiding and add-path

Path hiding and add-path is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Recognize when reflection hides alternatives, affects convergence, or undermines multipath. The engineer
should be able to predict the expected state before opening a command line, then compare that prediction with device,
endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for path hiding and add-path.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating path hiding and add-path as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for path hiding and add-path.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 5.4 Redundancy and topology design

Redundancy and topology design is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Align reflectors with failure domains, IGP reachability, update sources, capacity, and
maintenance. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for redundancy and topology design.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating redundancy and topology design as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for redundancy and topology
design.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 05 laboratory and review

Practical laboratory
Build redundant route reflectors, induce path hiding and reflector failure, enable add-path where available, and compare convergence
and path diversity.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore controller-assisted reflection, BGP optimal route reflection, distributed RRs, and verifiable route dissemination.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 06

Multiprotocol BGP and modern fabrics

Apply BGP consistently across VPNs, EVPN, labeled routes, and service or transport intent.

Apply BGP consistently across VPNs, EVPN, labeled routes, and service or transport intent.

¢+ 6.1 VPNv4 and VPNv6

VPNv4 and VPNv6 is an operational mechanism with observable inputs, state transitions, forwarding consequences, and failure
signatures. Use route distinguishers, route targets, labels, import/export policy, and provider-edge roles. The engineer should
be able to predict the expected state before opening a command line, then compare that prediction with device, endpoint,
packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for vpnv4 and vpnvé6.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating vpnv4 and vpnv6 as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
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Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for vpnv4 and vpnveé.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 6.2 EVPN address families

EVPN address families is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Understand MAC/IP routes, Ethernet segments, inclusive multicast, IP prefixes, mobility, and multihoming.
The engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
Document the authoritative design intent, ownership, and scope for evpn address families.
Predict protocol and forwarding state before implementation or troubleshooting.
Validate control-plane state, installed forwarding state, and real traffic independently.
Test normal, boundary, degraded, failed, recovery, and rollback conditions.
Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.
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neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating evpn address families as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for evpn address families.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

+5 6.3 Labeled unicast and transport

Labeled unicast and transport is an operational mechanism with observable inputs, state transitions, forwarding consequences,
and failure signatures. Carry labels with reachability for inter-domain transport, seamless MPLS, and service resolution. The
engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for labeled unicast and transport.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating labeled unicast and transport as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for labeled unicast and transport.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 6.4 SR Policy and intent-aware routing

SR Policy and intent-aware routing is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Distribute candidate paths, color, endpoint, preference, binding SIDs, and steering policy.
The engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for sr policy and intent-aware routing.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating sr policy and intent-aware routing as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for sr policy and intent-aware
routing.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 06 laboratory and review

Practical laboratory
Build one VPN or EVPN lab and trace a route from tenant origin through MP-BGP, policy, labels, transport, and remote forwarding.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Evaluate BGP CAR, SR Policy extensions, multi-domain slicing, and cloud-to-edge service routing.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 07

Security, RPKI, and operational resilience

Protect sessions and routing intent against error, abuse, and resource exhaustion.

Protect sessions and routing intent against error, abuse, and resource exhaustion.

t5 7.1 Session and neighbor protection

Session and neighbor protection is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Use authentication, TTL security, access control, control-plane policing, source validation,
and management isolation. The engineer should be able to predict the expected state before opening a command line, then
compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for session and neighbor protection.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating session and neighbor protection as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
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Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for session and neighbor
protection.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 7.2 Prefix and AS-path filtering

Prefix and AS-path filtering is an operational mechanism with observable inputs, state transitions, forwarding consequences,
and failure signatures. Reject bogons, unauthorized prefixes, invalid lengths, private ASNs, loops, and policy violations. The
engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for prefix and as-path filtering.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.
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neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating prefix and as-path filtering as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for prefix and as-path filtering.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

+5 7.3 RPKI route-origin validation

RPKI route-origin validation is an operational mechanism with observable inputs, state transitions, forwarding consequences,
and failure signatures. Understand valid, invalid, and not-found states, cache behavior, policy, export considerations, and
fail-safe operations. The engineer should be able to predict the expected state before opening a command line, then compare
that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for rpki route-origin validation.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating rpki route-origin validation as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for rpki route-origin validation.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 7.4 Maximum-prefix and resource controls

Maximum-prefix and resource controls is an operational mechanism with observable inputs, state transitions, forwarding
consequences, and failure signatures. Set thresholds, warning, restart, dampening, memory, update-rate, and incident actions.
The engineer should be able to predict the expected state before opening a command line, then compare that prediction with
device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for maximum-prefix and resource controls.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating maximum-prefix and resource controls as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for maximum-prefix and
resource controls.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 07 laboratory and review

Practical laboratory
Deploy origin validation with a test validator or simulated states. Exercise valid, invalid, not-found, cache loss, and policy reevaluation
without route refresh.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore ASPA, BGPsec research, signed policy, distributed validation, and post-quantum routing security.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 08

Troubleshooting, telemetry, and incident

nﬁspJQnrsgsion establishment to policy, best path, propagation, FIB, and traffic.

Trace a route from session establishment to policy, best path, propagation, FIB, and traffic.

+5 8.1 Session troubleshooting

Session troubleshooting is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Validate transport reachability, FSM, capabilities, timers, errors, resets, authentication, and control-plane
resources. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for session troubleshooting.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating session troubleshooting as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.
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Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for session troubleshooting.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 8.2 Missing or unexpected routes

Missing or unexpected routes is an operational mechanism with observable inputs, state transitions, forwarding consequences,
and failure signatures. Check address family, received routes, import policy, validity, best-path, RIB competition, export policy,
and remote acceptance. The engineer should be able to predict the expected state before opening a command line, then
compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for missing or unexpected routes.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Mythos Systems MYTHOS-NET - Network Engineering & Architecture 0048



MYTHOS-FG-NET-0005 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

neighbor:
address: 192.0.2.2
remote_as: 64501
families: [ipv4-unicast]
import_policy: CUSTOMER-IN
export_policy: CUSTOMER-OUT
policy:
default: reject
checks:
- authorized_prefix_and_length
- no_private_as_leak
- rpki_state_not_invalid
- maximum_prefix_with_warning
evidence:
received_pre_policy
accepted_post_policy
advertised_post_policy
installed_rib_and_fib

Failure patterns
Treating missing or unexpected routes as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for missing or unexpected
routes.

Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.

Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

t5 8.3 Convergence and churn

Convergence and churn is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Measure update rates, withdrawals, MRAI, graceful restart, damping, route-reflector behavior, next-hop
changes, and application impact. The engineer should be able to predict the expected state before opening a command line,
then compare that prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
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tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.
Engineering practices

Document the authoritative design intent, ownership, and scope for convergence and churn.

Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating convergence and churn as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for convergence and churn.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.

@ 8.4 Routing incident workflow

Routing incident workflow is an operational mechanism with observable inputs, state transitions, forwarding consequences, and
failure signatures. Contain leaks or hijacks, preserve evidence, coordinate peers, apply filters, validate recovery, and document
prevention. The engineer should be able to predict the expected state before opening a command line, then compare that
prediction with device, endpoint, packet, and service evidence.

In this guide, the subject is traced through the session, policy, path, advertisement, and forwarding chain. Configuration alone is
not accepted as proof: intended state must be reconciled with protocol state, installed forwarding state, traffic counters, packet
behavior, and the application or receiver outcome. This prevents a healthy control plane from concealing a broken data plane,
and prevents a working test flow from concealing an unsafe policy.

A production implementation begins by defining authority, scope, identifiers, timers, capacity, security boundaries, telemetry,
and rollback. Establish a small known-good baseline; exercise normal operation; inject one failure at a time; preserve
timestamps and raw evidence; and only then introduce optimization, automation, scale, or autonomous control. Every
abstraction must retain a path back to the underlying protocol state.

Troubleshooting should identify the first point where observed behavior diverges from the expected transaction. Inspect both
directions, distinguish absence from rejection, and account for caching, stale state, recursive dependencies, load sharing,
tunneling, policy, and hardware offload. A final conclusion should state what failed, why it failed, what evidence proves it, what
restored service, and what prevents recurrence.

Engineering practices
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Document the authoritative design intent, ownership, and scope for routing incident workflow.
Predict protocol and forwarding state before implementation or troubleshooting.

Validate control-plane state, installed forwarding state, and real traffic independently.

Test normal, boundary, degraded, failed, recovery, and rollback conditions.

Retain packet, configuration, counter, log, topology, timing, and service evidence.

Automate only after the manual behavior, invariants, and failure handling are understood.

Failure patterns
Treating routing incident workflow as a configuration recipe without understanding protocol state.
Checking only the local device while ignoring the neighbor, endpoint, reverse path, or remote policy.
Assuming an established adjacency or installed route proves end-to-end forwarding.
Changing multiple variables before preserving the original failure evidence.
Using vendor-default timers, trust, or policy without documenting the resulting behavior.

Closing the incident after one successful probe without negative tests or recurrence monitoring.

Validation and evidence

Examine Topology, addressing, policy, configuration, protocol state, counters, and source authority for routing incident workflow.
Capture Relevant packets or telemetry at enough observation points to distinguish sender, path, policy, and receiver behavior.
Test Nominal traffic, invalid input, dependency loss, partial failure, convergence, restoration, and rollback.

Measure Reachability, loss, latency, convergence, resource use, state scale, error rates, and application outcome.

Reconcile Intended state against observed endpoint, control-plane, forwarding, security, and service evidence.
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Chapter 08 laboratory and review

Practical laboratory
Run a routing incident simulation containing a leaked prefix, RPKI-invalid route, saturated maximum-prefix limit, and hidden alternate

path. Produce an incident timeline and recovery proof.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Develop an evidence-citing BGP analyst that correlates RIBs, policies, RPKI, telemetry, and packet paths but cannot change
routing without governed approval.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Integrated learning roadmap

The guide is intended to be revisited. First establish fluency, then build a small implementation, operate it under failure,
automate repeatable work, and finally evaluate emerging techniques against a stable baseline. Progress is demonstrated
through evidence rather than reading completion alone.

_ Demonstrated ca pability

Foundation Explain the system from first principles and trace its critical path without relying on product terminology.
Build Implement the smallest representative system with explicit contracts, identities, telemetry, and tests.
Operate Diagnose injected failures, recover safely, and preserve evidence of the causal chain.

Automate Convert a proven manual workflow into bounded, idempotent, observable automation.

Architect Design for scale, resilience, security, interoperability, and lifecycle change.

Explore Evaluate frontier techniques using stated hypotheses, limitations, and adoption gates.
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Source authority register

CANDIDATE FOCUSED FIELD GUIDE

Source policy

Official standards, specifications, and project documentation remain with their issuing organizations. Mythos Systems provides original
engineering interpretation, synthesis, implementation guidance, and relationship mapping. Source verification dates do not guarantee

that an authority has not changed since review.

01. IETF / RFC Editor - RFC 4271 - Border Gateway Protocol 4
Role: BGP-4 protocol authority.

Verified: 2026-07-26

Official source: https://www.rfc-editor.org/info/rfc4271

02. IETF / RFC Editor - RFC 7454 / BCP 194 - BGP Operations and Security
Role: Operational and security best current practice for BGP.

Verified: 2026-07-26

Official source: https://www.rfc-editor.org/info/rfc7454

03. IETF / RFC Editor - RFC 6811 - BGP Prefix Origin Validation
Role: RPKI route-origin validation framework.

Verified: 2026-07-26

Official source: https://www.rfc-editor.org/info/rfc6811

04. IETF / RFC Editor - RFC 7115 / BCP 185 - Origin Validation Operation Based on RPKI
Role: Operational use of route-origin validation.

Verified: 2026-07-26

Official source: https://www.rfc-editor.org/info/rfc7115

05. IETF / RFC Editor - RFC 8893 - RPKI Origin Validation for BGP Export
Role: RPKI validation considerations for route export.

Verified: 2026-07-26

Official source: https://www.rfc-editor.org/info/rfc8893

06. IETF / RFC Editor - RFC 9324 - Policy Based on RPKI without Route Refresh
Role: Operational reevaluation of BGP routes after RPKI changes.

Verified: 2026-07-26

Official source: https://www.rfc-editor.org/info/rfc9324

07.IETF / RFC Editor - RFC 9830 - Advertising Segment Routing Policies in BGP
Role: BGP distribution of SR Policies.

Verified: 2026-07-26

Official source: https://www.rfc-editor.org/info/rfc9830

08. OpenConfig - OpenConfig Data Models

Role: Vendor-neutral configuration and telemetry model reference.
Verified: 2026-07-26

Official source: https://www.openconfig.net/projects/models/

Authority application and refresh triggers

Authority class Required library action

Protocols and specifications Recheck interoperability, security considerations, defaults, and migration guidance when a referenced specification
changes.

Security and assurance Update control mappings, evidence expectations, risk language, and assessment procedures after material framework

frameworks revision.

Languages, runtimes, and Re-run examples, tests, deprecation checks, and operational recommendations against supported releases.

projects

Benchmarks and evaluations Re-execute claims when workloads, methods, models, compilers, drivers, hardware, or scoring rules change.

Operational evidence Incorporate validated incidents, failure tests, reader corrections, and measured implementation outcomes into the next
revision.
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Limitations, freshness, and revision control

_

Publication limitation This guide synthesizes broad engineering practice. It does not replace product documentation, legal advice, safety
certification, or environment-specific design review.

Evidence limitation Not every pattern is benchmarked in every environment. Examples illustrate engineering methods and must be validated
against actual versions, workloads, hardware, policy, and failure conditions.

Freshness limitation Vendor behavior, software libraries, Al models, security threats, and emerging standards can change quickly. Volatile claims
require source revalidation before operational adoption.

Adoption limitation Frontier content is not an implicit adoption recommendation. Adoption requires defined value, qualification gates,
controlled proof, rollback, ownership, and residual-risk acceptance.

Status boundary Candidate Focused Field Guide describes the publication, not certification of a product, implementation, engineer, or
organization.

Revision record

1.0.0-candidate Initial candidate living-guide edition. Published 2026-07-26; scheduled review 2026-10-26.

Search and relationship metadata

Primary domain MYTHOS-NET - Network Engineering & Architecture

Secondary domain MYTHOS-SEC; MYTHOS-CLD; MYTHOS-DAT

Publication class Field Guide / Canonical Living Overview Guide

Skill levels L1 Foundational; L2 Practitioner; L3 Advanced; L4 Frontier

Tags BGP, routing policy, RPKI, route reflectors, communities, MP-BGP, EVPN, scale, security, troubleshooting
Canonical route /library/field-guides/mythos-fg-net-0005/

Living publication

Corrections, expanded laboratories, improved diagrams, authority changes, and new engineering evidence should revise this
permanent publication rather than create disconnected replacements.
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