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Expected outcomes
� Translate abstract safety concerns into system-specific hazards, controls, evaluations, and accountable decisions.
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How to use this guide
Read the guide as a progressive system rather than a disconnected encyclopedia. Foundational material establishes the mental
model; practitioner sections convert it into repeatable implementation and operations; advanced sections expose architecture,
scale, security, and failure behavior; frontier sections describe technologies whose evidence or maturity is still evolving.

Suggested reading path
New practitioners should follow the chapters in order and complete the laboratories. Experienced engineers may begin with the
architecture, failure, validation, or frontier sections, then use the related-document map to deepen a specific topic.

Learning and assurance model
Level Reader outcome

L1 - Foundational Terminology, first principles, component roles, packet or state flow, and simple working examples.

L2 - Practitioner Implementation, configuration, automation, testing, troubleshooting, and operational evidence.

L3 - Advanced Architecture, scale, concurrency, resilience, threat models, performance, and complex migrations.

L4 - Frontier Emerging systems, research directions, technical uncertainty, readiness gates, and adoption signals.
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Chapter 01 - Safety objectives, hazards, and governance

CHAPTER 01

Safety objectives, hazards, and governance
Define acceptable behavior, prohibited outcomes, stakeholders, and risk authority.

Chapter operating position
Define acceptable behavior, prohibited outcomes, stakeholders, and risk authority.

1.1 System boundary and use context
System boundary and use context must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Separate base model, prompts, retrieval, memory, tools, agents, interface, humans, and
deployment environment. The design should identify authoritative state, workload identities, typed contracts, resource and
token budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for system boundary and use context.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating system boundary and use context as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for system boundary and
use context.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

1.2 Hazard and misuse analysis
Hazard and misuse analysis must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Identify harmful content, action, privacy loss, bias, deception, overreliance, autonomy, and
systemic failures. The design should identify authoritative state, workload identities, typed contracts, resource and token
budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for hazard and misuse analysis.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating hazard and misuse analysis as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.
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� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for hazard and misuse
analysis.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

1.3 Risk ownership and decision rights
Risk ownership and decision rights must be engineered as a governed distributed-system mechanism, not a product label,
agent persona, YAML object, or diagram. Assign product, safety, security, legal, domain, operations, executive, and user
authority. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for risk ownership and decision rights.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating risk ownership and decision rights as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for risk ownership and
decision rights.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

1.4 Safety case and evidence
Safety case and evidence must be engineered as a governed distributed-system mechanism, not a product label, agent persona,
YAML object, or diagram. Link claims, controls, tests, monitoring, exceptions, limitations, and approval. The design should
identify authoritative state, workload identities, typed contracts, resource and token budgets, trust boundaries, failure domains,
telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for safety case and evidence.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating safety case and evidence as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for safety case and evidence.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 01 laboratory and review
Practical laboratory
Build a safety case for an agent that can modify cloud infrastructure and identify claims that remain unproven.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore machine-readable assurance cases continuously updated by evaluations and incidents.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 02 - Instruction, objective, and preference alignment

CHAPTER 02

Instruction, objective, and preference
alignmentKeep behavior bound to legitimate user intent and system policy.

Chapter operating position
Keep behavior bound to legitimate user intent and system policy.

2.1 Instruction hierarchy
Instruction hierarchy must be engineered as a governed distributed-system mechanism, not a product label, agent persona,
YAML object, or diagram. Resolve system, developer, user, tool, retrieved, and environmental instructions without authority
confusion. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for instruction hierarchy.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating instruction hierarchy as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for instruction hierarchy.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

2.2 Goal decomposition and drift
Goal decomposition and drift must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Track parent objective, subgoals, constraints, terminal criteria, and unauthorized objective
expansion. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets,
trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for goal decomposition and drift.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating goal decomposition and drift as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.
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� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for goal decomposition and
drift.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

2.3 Preference conflict and pluralism
Preference conflict and pluralism must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Handle user, organization, law, domain, safety, and cultural differences explicitly. The design
should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust boundaries, failure
domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for preference conflict and pluralism.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating preference conflict and pluralism as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for preference conflict and
pluralism.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

2.4 Abstention and escalation
Abstention and escalation must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Recognize insufficient evidence, conflicting authority, unsafe requests, and need for human
decision. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for abstention and escalation.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating abstention and escalation as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for abstention and
escalation.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 02 laboratory and review
Practical laboratory
Test an agent with conflicting user, retrieved, tool, and policy instructions and verify consistent authority resolution.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore constitutional policy systems with user-visible, domain-specific, and jurisdiction-aware layers.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 03 - Sycophancy, truthfulness, and epistemic control

CHAPTER 03

Sycophancy, truthfulness, and epistemic
controlPrevent the system from optimizing agreement or confidence instead of evidence.

Chapter operating position
Prevent the system from optimizing agreement or confidence instead of evidence.

3.1 Belief and preference mirroring
Belief and preference mirroring must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Test whether outputs change to match asserted user views despite unchanged evidence. The
design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust boundaries,
failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for belief and preference mirroring.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating belief and preference mirroring as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.



MYTHOS-FG-AI-0012 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-AI - Artificial Intelligence & Agentic Systems 0018

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for belief and preference
mirroring.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

3.2 Confidence and uncertainty
Confidence and uncertainty must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Calibrate probabilities, distinguish fact from inference, cite sources, and avoid unsupported
certainty. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for confidence and uncertainty.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating confidence and uncertainty as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.
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� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for confidence and
uncertainty.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

3.3 Contradiction and correction
Contradiction and correction must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Invite challenge, preserve dissent, update from evidence, and avoid defensive rationalization.
The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for contradiction and correction.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating contradiction and correction as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for contradiction and
correction.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

3.4 Decision-interface design
Decision-interface design must be engineered as a governed distributed-system mechanism, not a product label, agent persona,
YAML object, or diagram. Present alternatives, assumptions, risks, and evidence rather than persuasive single-answer theater.
The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for decision-interface design.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating decision-interface design as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for decision-interface
design.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 03 laboratory and review
Practical laboratory
Run controlled sycophancy tests that vary user belief, status, emotion, and requested conclusion while holding evidence constant.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore epistemic supervisors that optimize source-grounded truthfulness rather than conversational approval.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 04 - Agentic failure modes and control loss

CHAPTER 04

Agentic failure modes and control loss
Address risks introduced by planning, tools, memory, persistence, and delegation.

Chapter operating position
Address risks introduced by planning, tools, memory, persistence, and delegation.

4.1 Reward hacking and specification gaming
Reward hacking and specification gaming must be engineered as a governed distributed-system mechanism, not a product
label, agent persona, YAML object, or diagram. Detect proxy optimization, loopholes, hidden side effects, metric manipulation,
and premature completion. The design should identify authoritative state, workload identities, typed contracts, resource and
token budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for reward hacking and specification gaming.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating reward hacking and specification gaming as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for reward hacking and
specification gaming.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

4.2 Deception and situational behavior
Deception and situational behavior must be engineered as a governed distributed-system mechanism, not a product label,
agent persona, YAML object, or diagram. Test strategic concealment, evaluation awareness, inconsistent explanations, and
hidden planning. The design should identify authoritative state, workload identities, typed contracts, resource and token
budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for deception and situational behavior.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating deception and situational behavior as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.



MYTHOS-FG-AI-0012 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-AI - Artificial Intelligence & Agentic Systems 0025

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for deception and
situational behavior.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

4.3 Tool misuse and excessive agency
Tool misuse and excessive agency must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Constrain destructive actions, broad searches, external communications, purchases, code
execution, and infrastructure changes. The design should identify authoritative state, workload identities, typed contracts,
resource and token budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for tool misuse and excessive agency.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating tool misuse and excessive agency as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for tool misuse and
excessive agency.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

4.4 Memory and persistence abuse
Memory and persistence abuse must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Prevent poisoned memories, unauthorized self-modification, credential retention, and
durable policy bypass. The design should identify authoritative state, workload identities, typed contracts, resource and token
budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for memory and persistence abuse.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating memory and persistence abuse as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for memory and persistence
abuse.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 04 laboratory and review
Practical laboratory
Design an agent task with exploitable acceptance criteria and verify whether the agent games the metric or completes the real
objective.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore tripwires, interpretability-assisted control, and cryptographically bounded autonomy.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 05 - Safety architecture and layered control

CHAPTER 05

Safety architecture and layered control
Combine prevention, limitation, detection, response, and recovery.

Chapter operating position
Combine prevention, limitation, detection, response, and recovery.

5.1 Policy and capability controls
Policy and capability controls must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Use typed tools, least privilege, target constraints, rate limits, budgets, and side-effect
classifications. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets,
trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for policy and capability controls.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating policy and capability controls as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for policy and capability
controls.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

5.2 Independent verification
Independent verification must be engineered as a governed distributed-system mechanism, not a product label, agent persona,
YAML object, or diagram. Require deterministic checks, separate models, human review, sandbox tests, and evidence before
high-impact actions. The design should identify authoritative state, workload identities, typed contracts, resource and token
budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for independent verification.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating independent verification as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.



MYTHOS-FG-AI-0012 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Mythos Systems MYTHOS-AI - Artificial Intelligence & Agentic Systems 0031

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for independent verification.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

5.3 Containment and fail-safe behavior
Containment and fail-safe behavior must be engineered as a governed distributed-system mechanism, not a product label,
agent persona, YAML object, or diagram. Pause, isolate, revoke, degrade, fall back, or terminate on ambiguity, drift, or control
failure. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for containment and fail-safe behavior.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating containment and fail-safe behavior as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for containment and
fail-safe behavior.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

5.4 Human oversight and user control
Human oversight and user control must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Provide approvals, explanations, corrections, undo, activity history, preferences, and appeal.
The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for human oversight and user control.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating human oversight and user control as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for human oversight and
user control.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 05 laboratory and review
Practical laboratory
Construct layered controls for a coding agent and prove that bypass of one layer does not authorize production deployment.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore runtime safety kernels outside model control.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 06 - Red teaming and adversarial evaluation

CHAPTER 06

Red teaming and adversarial evaluation
Test the full system using realistic attackers, environments, and failure chains.

Chapter operating position
Test the full system using realistic attackers, environments, and failure chains.

6.1 Threat-led campaign design
Threat-led campaign design must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Use misuse cases, MITRE ATLAS, OWASP risks, incidents, architecture, and critical assets. The
design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust boundaries,
failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for threat-led campaign design.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating threat-led campaign design as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for threat-led campaign
design.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

6.2 Prompt and context attacks
Prompt and context attacks must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Test jailbreaks, indirect injection, encoding, multilingual, multimodal, retrieved content, and
memory. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for prompt and context attacks.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating prompt and context attacks as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.
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� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for prompt and context
attacks.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

6.3 Tool and environment attacks
Tool and environment attacks must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Test malicious servers, schemas, files, repositories, websites, dependencies, and
compromised peers. The design should identify authoritative state, workload identities, typed contracts, resource and token
budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for tool and environment attacks.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating tool and environment attacks as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for tool and environment
attacks.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

6.4 Adaptive and multi-turn attacks
Adaptive and multi-turn attacks must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Escalate gradually, exploit state, social pressure, role confusion, fatigue, and long-horizon
weaknesses. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets,
trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for adaptive and multi-turn attacks.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating adaptive and multi-turn attacks as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for adaptive and multi-turn
attacks.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 06 laboratory and review
Practical laboratory
Run an end-to-end red-team campaign against an agent with retrieval, MCP tools, memory, and external messaging.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore autonomous adversary agents constrained by safe cyber ranges and human campaign authority.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 07 - Monitoring, incident response, and recovery

CHAPTER 07

Monitoring, incident response, and recovery
Detect safety degradation after release and restore trustworthy operation.

Chapter operating position
Detect safety degradation after release and restore trustworthy operation.

7.1 Safety telemetry
Safety telemetry must be engineered as a governed distributed-system mechanism, not a product label, agent persona, YAML
object, or diagram. Record model, prompt classes, policy, tool decisions, approvals, refusals, overrides, incidents, and user
outcomes. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust
boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for safety telemetry.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating safety telemetry as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for safety telemetry.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

7.2 Drift and change detection
Drift and change detection must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Track model, prompt, data, tools, memory, users, environment, and distribution shifts. The
design should identify authoritative state, workload identities, typed contracts, resource and token budgets, trust boundaries,
failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for drift and change detection.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating drift and change detection as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.
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� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for drift and change
detection.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

7.3 Incident command and containment
Incident command and containment must be engineered as a governed distributed-system mechanism, not a product label,
agent persona, YAML object, or diagram. Disable models, tools, memory, routes, tenants, or autonomy; preserve evidence and
notify owners. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets,
trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for incident command and containment.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating incident command and containment as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for incident command and
containment.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

7.4 Correction and trust restoration
Correction and trust restoration must be engineered as a governed distributed-system mechanism, not a product label, agent
persona, YAML object, or diagram. Patch policy, data, model, runtime, evaluation, permissions, and communication before
controlled re-release. The design should identify authoritative state, workload identities, typed contracts, resource and token
budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for correction and trust restoration.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating correction and trust restoration as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for correction and trust
restoration.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 07 laboratory and review
Practical laboratory
Exercise a safety incident caused by a model update and indirect prompt injection, including containment and requalification.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Explore continuous safety canaries and automated rollback triggered by verified critical failures.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Chapter 08 - Frontier assurance and open problems

CHAPTER 08

Frontier assurance and open problems
Distinguish operational controls from unresolved research questions.

Chapter operating position
Distinguish operational controls from unresolved research questions.

8.1 Interpretability and internal monitoring
Interpretability and internal monitoring must be engineered as a governed distributed-system mechanism, not a product label,
agent persona, YAML object, or diagram. Use representations, activations, probes, attribution, anomaly detection, and
uncertainty with limitations. The design should identify authoritative state, workload identities, typed contracts, resource and
token budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for interpretability and internal monitoring.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating interpretability and internal monitoring as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for interpretability and
internal monitoring.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

8.2 Scalable oversight
Scalable oversight must be engineered as a governed distributed-system mechanism, not a product label, agent persona, YAML
object, or diagram. Evaluate decomposition, debate, amplification, recursive review, and verifier models. The design should
identify authoritative state, workload identities, typed contracts, resource and token budgets, trust boundaries, failure domains,
telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for scalable oversight.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Implementation sketch
action_policy:
  action: deploy_production
  risk: critical
  prerequisites:
    - user_intent_confirmed
    - plan_signature_valid
    - hidden_tests_pass
    - independent_security_review
    - rollback_verified
  model_may_approve: false
  human_roles: [service-owner, release-authority]
  on_ambiguity: deny-and-escalate

Failure patterns
� Treating scalable oversight as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.
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� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.

Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for scalable oversight.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

8.3 Robust alignment and power-seeking
Robust alignment and power-seeking must be engineered as a governed distributed-system mechanism, not a product label,
agent persona, YAML object, or diagram. Study generalization, corrigibility, shutdown behavior, resource seeking, and deceptive
alignment. The design should identify authoritative state, workload identities, typed contracts, resource and token budgets,
trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for robust alignment and power-seeking.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating robust alignment and power-seeking as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for robust alignment and
power-seeking.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.

8.4 Governance and responsible scaling
Governance and responsible scaling must be engineered as a governed distributed-system mechanism, not a product label,
agent persona, YAML object, or diagram. Tie capability thresholds, evaluation, access, compute, deployment, monitoring, and
external review. The design should identify authoritative state, workload identities, typed contracts, resource and token
budgets, trust boundaries, failure domains, telemetry, rollback, and acceptance evidence.

This guide traces the subject through the use context, hazard, policy, model behavior, tool authority, oversight, telemetry,
incident, and recovery chain. A running agent, reconciled object, successful API call, healthy proxy, or completed function is not
proof of the intended outcome. Desired state must be compared with applied state, external effects, negative tests, degraded
behavior, causal evidence, cost, and user or mission results.

Production engineering begins with a minimal known-good control plane and explicit invariants. Add one worker class, model
route, controller, policy, event source, gateway, or platform feature at a time; preserve before-state evidence; test authorized
and prohibited behavior; inject realistic failures; and retain a tested compensation or rollback path.

Troubleshooting locates the first divergence from the expected state machine. Account for stale watches, leases, retries,
eventual consistency, duplicated work, cache state, identity rotation, partial external effects, version skew, prompt injection,
overload, network partitions, and missing telemetry. Closure requires causal explanation, reproducibility, validated recovery,
and residual limitations.

Engineering practices
� Define authority, ownership, desired state, dependencies, limits, and evidence for governance and responsible scaling.

� Use typed APIs, stable identities, explicit state machines, idempotency, and bounded effects.

� Separate control plane, execution plane, data plane, evidence plane, and human decision authority.

� Test nominal, prohibited, overloaded, partitioned, partially failed, recovery, upgrade, and rollback cases.

� Preserve configuration, policy, model, source, trace, event, artifact, approval, and user-outcome evidence.

� Scale through quotas, queues, backpressure, fairness, isolation, canaries, and deterministic fan-in.

Failure patterns
� Treating governance and responsible scaling as a feature rather than an end-to-end stateful system.

� Scaling worker count or deployment scope before bounding queues, budgets, retries, and fan-in.

� Trusting controller, agent, or proxy status without validating external state and user outcome.

� Sharing credentials, workspaces, caches, or context across tenants and roles without explicit policy.

� Allowing AI-generated plans, policies, or changes to bypass deterministic validation and human authority.

� Declaring recovery after process restart without reconciling orphan effects, leases, artifacts, and evidence.
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Validation and evidence

Method Expected evidence

Examine Requirements, APIs, identities, state machines, policies, versions, resources, and dependencies for governance and
responsible scaling.

Observe Queue, task, controller, model, tool, route, proxy, event, resource, trace, artifact, and user-visible state.

Test Expected, prohibited, malformed, duplicate, overloaded, partitioned, failed, recovery, upgrade, and rollback conditions.

Measure Task success, reliability, latency, throughput, fairness, cost, token and compute use, blast radius, and operator burden.

Reconcile Desired and planned state against actual cloud, cluster, agent, network, data, external-effect, and evidence state.
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Chapter 08 laboratory and review
Practical laboratory
Create a frontier-risk register separating deployable controls, research prototypes, unknowns, and unsupported claims.

Laboratory evidence package
� Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.

� Versioned configuration or code with explanatory comments and reproducible setup instructions.

� Nominal-path validation plus at least two injected failure or boundary conditions.

� Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

� A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension
Develop transparent safety control planes with independent authority over models, tools, memory, and deployment.

Review gate
Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Integrated learning roadmap
The guide is intended to be revisited. First establish fluency, then build a small implementation, operate it under failure,
automate repeatable work, and finally evaluate emerging techniques against a stable baseline. Progress is demonstrated
through evidence rather than reading completion alone.

Stage Demonstrated capability

Foundation Explain the system from first principles and trace its critical path without relying on product terminology.

Build Implement the smallest representative system with explicit contracts, identities, telemetry, and tests.

Operate Diagnose injected failures, recover safely, and preserve evidence of the causal chain.

Automate Convert a proven manual workflow into bounded, idempotent, observable automation.

Architect Design for scale, resilience, security, interoperability, and lifecycle change.

Explore Evaluate frontier techniques using stated hypotheses, limitations, and adoption gates.
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Source authority register
Source policy
Official standards, specifications, and project documentation remain with their issuing organizations. Mythos Systems provides original
engineering interpretation, synthesis, implementation guidance, and relationship mapping. Source verification dates do not guarantee
that an authority has not changed since review.

01. NIST - Artificial Intelligence Risk Management Framework 1.0
Role: Govern, Map, Measure, and Manage framework for trustworthy AI risk.
Verified: 2026-07-26
Official source: https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

02. NIST - NIST AI 600-1 - Generative Artificial Intelligence Profile
Role: Generative-AI risk profile and recommended actions.
Verified: 2026-07-26
Official source: https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.600-1.pdf

03. OWASP GenAI Security Project - OWASP Top 10 for LLM and GenAI Applications 2025
Role: Security-risk baseline for generative-AI applications.
Verified: 2026-07-26
Official source: https://genai.owasp.org/llm-top-10/

04. OWASP GenAI Security Project - Top 10 for Agentic Applications
Role: Agentic-system risks involving goals, tools, identity, memory, orchestration, and autonomy.
Verified: 2026-07-26
Official source: https://genai.owasp.org/

05. MITRE - MITRE ATLAS
Role: Adversarial threat knowledge base for AI-enabled systems.
Verified: 2026-07-26
Official source: https://atlas.mitre.org/

06. Anthropic Research - Towards Understanding Sycophancy in Language Models
Role: Canonical empirical study of models matching user beliefs rather than truthful answers.
Verified: 2026-07-26
Official source: https://arxiv.org/abs/2310.13548

07. NIST - SP 800-218A - Secure Software Development Practices for Generative AI and Dual-Use Foundation Models
Role: AI-specific secure development profile.
Verified: 2026-07-26
Official source: https://csrc.nist.gov/pubs/sp/800/218/a/final

Authority application and refresh triggers
Authority class Required library action

Protocols and specifications Recheck interoperability, security considerations, defaults, and migration guidance when a referenced specification
changes.

Security and assurance
frameworks

Update control mappings, evidence expectations, risk language, and assessment procedures after material framework
revision.

Languages, runtimes, and
projects

Re-run examples, tests, deprecation checks, and operational recommendations against supported releases.

Benchmarks and evaluations Re-execute claims when workloads, methods, models, compilers, drivers, hardware, or scoring rules change.

Operational evidence Incorporate validated incidents, failure tests, reader corrections, and measured implementation outcomes into the next
revision.
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Limitations, freshness, and revision control
Boundary Statement

Publication limitation This guide synthesizes broad engineering practice. It does not replace product documentation, legal advice, safety
certification, or environment-specific design review.

Evidence limitation Not every pattern is benchmarked in every environment. Examples illustrate engineering methods and must be validated
against actual versions, workloads, hardware, policy, and failure conditions.

Freshness limitation Vendor behavior, software libraries, AI models, security threats, and emerging standards can change quickly. Volatile claims
require source revalidation before operational adoption.

Adoption limitation Frontier content is not an implicit adoption recommendation. Adoption requires defined value, qualification gates,
controlled proof, rollback, ownership, and residual-risk acceptance.

Status boundary Candidate Focused Field Guide describes the publication, not certification of a product, implementation, engineer, or
organization.

Revision record
Version Revision statement

1.0.0-candidate Initial candidate living-guide edition. Published 2026-07-26; scheduled review 2026-10-26.

Search and relationship metadata
Dimension Engineering position

Primary domain MYTHOS-AI - Artificial Intelligence & Agentic Systems

Secondary domain MYTHOS-SEC; MYTHOS-UX; MYTHOS-DAT

Publication class Field Guide / Canonical Living Overview Guide

Skill levels L1 Foundational; L2 Practitioner; L3 Advanced; L4 Frontier

Tags AI safety, alignment, red teaming, sycophancy, reward hacking, deception, human control, prompt injection, agent safety,
assurance

Canonical route /library/field-guides/mythos-fg-ai-0012/

Living publication
Corrections, expanded laboratories, improved diagrams, authority changes, and new engineering evidence should revise this
permanent publication rather than create disconnected replacements.
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