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How to use this guide

Read the guide as a progressive system rather than a disconnected encyclopedia. Foundational material establishes the mental
model; practitioner sections convert it into repeatable implementation and operations; advanced sections expose architecture,
scale, security, and failure behavior; frontier sections describe technologies whose evidence or maturity is still evolving.

New practitioners should follow the chapters in order and complete the laboratories. Experienced engineers may begin with the
architecture, failure, validation, or frontier sections, then use the related-document map to deepen a specific topic.

Learning and assurance model

Level Reader outcome

L1 - Foundational Terminology, first principles, component roles, packet or state flow, and simple working examples.
L2 - Practitioner Implementation, configuration, automation, testing, troubleshooting, and operational evidence.

L3 - Advanced Architecture, scale, concurrency, resilience, threat models, performance, and complex migrations.
L4 - Frontier Emerging systems, research directions, technical uncertainty, readiness gates, and adoption signals.
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CHAPTER 01

Evaluation strategy and decision context

Define what decision the evaluation must support.

Define what decision the evaluation must support.

¢+ 1.1 Use case and stakeholder outcomes

Use case and stakeholder outcomes must be treated as an observable Al-system mechanism rather than a model label,
benchmark claim, prompt trick, or framework feature. Specify users, tasks, environments, consequences, risk tolerance, and
acceptable failure. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for use case and stakeholder outcomes.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating use case and stakeholder outcomes as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
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Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for use case and
stakeholder outcomes.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 1.2 Model, system, and agent boundaries

Model, system, and agent boundaries must be treated as an observable Al-system mechanism rather than a model label,
benchmark claim, prompt trick, or framework feature. Separate base model, prompting, retrieval, tools, memory, policies,
interface, and human oversight. The implementation should name authoritative inputs, data and model versions, identities,
state transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for model, system, and agent boundaries.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count == 0
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Failure patterns
Treating model, system, and agent boundaries as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for model, system, and
agent boundaries.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

+- 1.3 Evaluation dimensions

Evaluation dimensions must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Select correctness, relevance, safety, robustness, calibration, latency, cost, privacy, and
accessibility. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for evaluation dimensions.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns

Treating evaluation dimensions as a model capability claim disconnected from complete system behavior.
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Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.

Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for evaluation
dimensions.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 1.4 Release and routing decisions

Release and routing decisions must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Define pass, conditional release, restricted use, fallback, monitoring, and retirement
criteria. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for release and routing decisions.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating release and routing decisions as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
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Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for release and routing
decisions.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 01 laboratory and review

Practical laboratory
Create an evaluation charter for an agentic application and identify decisions that cannot be supported by one benchmark.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore continuously updated decision-centric evaluation graphs.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.

Mythos Systems MYTHOS-AI - Artificial Intelligence & Agentic Systems 0010



MYTHOS-FG-AI-0002 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

CHAPTER 02

Datasets, tasks, and contamination contro

Create representative, lawful, and defensible evaluation material.

Create representative, lawful, and defensible evaluation material.

+5 2.1 Task and scenario design

Task and scenario design must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Sample nominal, edge, adversarial, multilingual, multimodal, long-context, and failure
scenarios. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for task and scenario design.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating task and scenario design as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
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Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for task and scenario
design.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 2.2 Ground truth and reference answers

Ground truth and reference answers must be treated as an observable Al-system mechanism rather than a model label,
benchmark claim, prompt trick, or framework feature. Use deterministic results, expert labels, accepted ranges, process criteria,
or evidence-based rubrics. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for ground truth and reference answers.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count == 0
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Failure patterns
Treating ground truth and reference answers as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for ground truth and
reference answers.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

t5 2.3 Splits and hidden tests

Splits and hidden tests must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Separate development, validation, public benchmark, private holdout, and incident-derived
cases. The implementation should name authoritative inputs, data and model versions, identities, state transitions, permissions,
resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for splits and hidden tests.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns

Treating splits and hidden tests as a model capability claim disconnected from complete system behavior.
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Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.

Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for splits and hidden
tests.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 2.4 Contamination and leakage

Contamination and leakage must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Detect memorization, benchmark exposure, prompt leakage, judge leakage, and
iterative overfitting. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for contamination and leakage.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating contamination and leakage as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
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Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for contamination and
leakage.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 02 laboratory and review

Practical laboratory
Build a hidden evaluation set with provenance, difficulty strata, adversarial variants, and contamination checks.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore renewable benchmarks and private cryptographic evaluation.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 03

Metrics, scoring, and uncertainty

Choose measurements that reflect actual quality and risk.

Choose measurements that reflect actual quality and risk.

+ 3.1 Exact and semantic metrics

Exact and semantic metrics must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Use accuracy, F1, ranking, retrieval, similarity, structured validity, and task-specific
measures appropriately. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for exact and semantic metrics.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating exact and semantic metrics as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
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Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for exact and semantic
metrics.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 3.2 Rubrics and partial credit

Rubrics and partial credit must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Define observable criteria, severity, critical failures, weighting, and inter-rater agreement.
The implementation should name authoritative inputs, data and model versions, identities, state transitions, permissions,
resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for rubrics and partial credit.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count == 0
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Failure patterns
Treating rubrics and partial credit as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for rubrics and partial
credit.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

+- 3.3 Calibration and confidence

Calibration and confidence must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Measure probability quality, selective answering, abstention, confidence, and coverage-risk
curves. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for calibration and confidence.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns

Treating calibration and confidence as a model capability claim disconnected from complete system behavior.
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Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.

Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for calibration and
confidence.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 3.4 Statistical uncertainty

Statistical uncertainty must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Report sample size, confidence intervals, effect sizes, variance, dependence, and practical
significance. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for statistical uncertainty.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating statistical uncertainty as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
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Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for statistical
uncertainty.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 03 laboratory and review

Practical laboratory
Compare three metrics on the same outputs and show how ranking changes under critical-error weighting and uncertainty.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore utility-based evaluation and causal estimates of deployment impact.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 04

Automated graders and model judges

Use scalable grading without hiding judge error and bias.

Use scalable grading without hiding judge error and bias.

+ 4.1 Deterministic validators

Deterministic validators must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Check schemas, code execution, tests, calculations, citations, policies, and state transitions.
The implementation should name authoritative inputs, data and model versions, identities, state transitions, permissions,
resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for deterministic validators.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating deterministic validators as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
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Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for deterministic
validators.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 4.2 Model-based judging

Model-based judging must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Design rubrics, references, pairwise comparisons, blinded order, multi-judge panels, and
disagreement handling. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for model-based judging.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count == 0
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Failure patterns
Treating model-based judging as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for model-based
judging.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

$5 4.3 Judge validation

Judge validation must be treated as an observable Al-system mechanism rather than a model label, benchmark claim, prompt
trick, or framework feature. Measure correlation with experts, positional bias, verbosity bias, self-preference, contamination,
and adversarial manipulation. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for judge validation.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns

Treating judge validation as a model capability claim disconnected from complete system behavior.
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Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.

Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for judge validation.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 4.4 Grader security and isolation

Grader security and isolation must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Treat evaluated outputs as untrusted, sandbox execution, limit tools, and prevent
prompt injection. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for grader security and isolation.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating grader security and isolation as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.

Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
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Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for grader security and
isolation.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 04 laboratory and review

Practical laboratory
Validate a model judge against expert labels and adversarial outputs, then define where it may and may not make decisions.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore proof-carrying outputs and ensembles of specialized verifier models.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 05

Agent, tool, and long-horizon evaluation

Measure trajectory quality, state, recovery, and verified completion.

Measure trajectory quality, state, recovery, and verified completion.

¢+ 5.1 Task environment and sandbox

Task environment and sandbox must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Define initial state, tools, permissions, hidden checks, time, budget, reset, and
isolation. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for task environment and sandbox.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating task environment and sandbox as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
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Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for task environment
and sandbox.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 5.2 Trajectory and decision quality

Trajectory and decision quality must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Record observations, plans, actions, tool arguments, state changes, evidence, retries,
and corrections. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for trajectory and decision quality.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count == 0
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Failure patterns
Treating trajectory and decision quality as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for trajectory and
decision quality.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

$5 5.3 Completion and side effects

Completion and side effects must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Verify requested outcomes, prohibited actions, resource use, residual changes,
cleanup, and rollback. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for completion and side effects.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns

Treating completion and side effects as a model capability claim disconnected from complete system behavior.
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Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.

Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for completion and
side effects.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 5.4 Long-horizon reliability

Long-horizon reliability must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Measure compounding error, context loss, looping, premature completion, recovery, and
supervisor effectiveness. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for long-horizon reliability.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating long-horizon reliability as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
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Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for long-horizon
reliability.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 05 laboratory and review

Practical laboratory
Evaluate an agent on a repository task with hidden tests, injected tool failure, stale context, and a prohibited action.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore standardized agent environments and causal trajectory evaluation.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 06

Safety, security, and robustness evaluatio

Test harms and failures under realistic pressure.

Test harms and failures under realistic pressure.

¢+ 6.1 Misuse and harmful capability

Misuse and harmful capability must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Evaluate assistance, autonomy, scale, access, safeguards, and human controls
according to use case. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for misuse and harmful capability.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating misuse and harmful capability as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
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Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for misuse and
harmful capability.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 6.2 Prompt injection and data exfiltration

Prompt injection and data exfiltration must be treated as an observable Al-system mechanism rather than a model label,
benchmark claim, prompt trick, or framework feature. Test direct and indirect injection, tool output, retrieval documents,
memory, and cross-tenant boundaries. The implementation should name authoritative inputs, data and model versions,
identities, state transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance
criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for prompt injection and data exfiltration.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.
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evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count ==

Failure patterns
Treating prompt injection and data exfiltration as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for prompt injection
and data exfiltration.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

¢ 6.3 Robustness and distribution shift

Robustness and distribution shift must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Vary wording, language, modality, noise, missing context, user expertise, and
operational conditions. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
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Engineering practices
Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for robustness and distribution shift.
Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.
Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.
Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.
Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating robustness and distribution shift as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for robustness and
distribution shift.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 6.4 Privacy and memorization

Privacy and memorization must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Test sensitive data reproduction, membership signals, retention, logging, and user control.
The implementation should name authoritative inputs, data and model versions, identities, state transitions, permissions,
resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.

Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for privacy and memorization.
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Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.
Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.
Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating privacy and memorization as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for privacy and
memorization.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 06 laboratory and review

Practical laboratory
Build an adversarial suite covering prompt injection, tool misuse, private data, policy conflict, and degraded dependencies.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore mechanism-based jailbreak benchmarks and adaptive red-teaming.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 07

Performance, efficiency, and service

@yﬁ llleltg)tjgsgltem rather than model quality alone.

Measure the deployed system rather than model quality alone.

+5 7.1 Latency decomposition

Latency decomposition must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Measure queue, prefill, decode, tool, retrieval, network, postprocessing, and user-perceived
latency. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for latency decomposition.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating latency decomposition as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
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Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for latency
decomposition.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 7.2 Throughput and concurrency

Throughput and concurrency must be treated as an observable Al-system mechanism rather than a model label, benchmark
claim, prompt trick, or framework feature. Measure requests, tokens, batches, saturation, tail latency, fairness, and overload.
The implementation should name authoritative inputs, data and model versions, identities, state transitions, permissions,
resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for throughput and concurrency.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count == 0
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Failure patterns
Treating throughput and concurrency as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for throughput and
concurrency.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

+- 7.3 Resource and cost

Resource and cost must be treated as an observable Al-system mechanism rather than a model label, benchmark claim, prompt
trick, or framework feature. Track compute, memory, cache, storage, networking, energy, provider cost, and operator effort. The
implementation should name authoritative inputs, data and model versions, identities, state transitions, permissions, resource
limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for resource and cost.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns

Treating resource and cost as a model capability claim disconnected from complete system behavior.
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Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.

Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for resource and cost.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 7.4 Reliability and availability

Reliability and availability must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Test timeouts, retries, fallbacks, model failure, dependency failure, rate limits, and disaster
recovery. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for reliability and availability.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating reliability and availability as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.

Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
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Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for reliability and
availability.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 07 laboratory and review

Practical laboratory
Benchmark an Al service under mixed prompt lengths and concurrency, reporting quality, tail latency, throughput, cost, and failures.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Explore energy- and carbon-aware inference evaluation and adaptive service routing.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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CHAPTER 08

Evaluation operations and governance

Keep evaluation fresh, reproducible, and connected to lifecycle decisions.

Keep evaluation fresh, reproducible, and connected to lifecycle decisions.

+- 8.1 Evaluation as code

Evaluation as code must be treated as an observable Al-system mechanism rather than a model label, benchmark claim, prompt
trick, or framework feature. Version tasks, data, graders, environments, model config, seeds, dependencies, and reports. The
implementation should name authoritative inputs, data and model versions, identities, state transitions, permissions, resource
limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for evaluation as code.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating evaluation as code as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Mythos Systems MYTHOS-AI - Artificial Intelligence & Agentic Systems 0047



MYTHOS-FG-AI-0002 MYTHOS TECHNICAL LIBRARY / LIVING FIELD GUIDE CANDIDATE FOCUSED FIELD GUIDE

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for evaluation as code.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 8.2 Regression and canary evaluation

Regression and canary evaluation must be treated as an observable Al-system mechanism rather than a model label,
benchmark claim, prompt trick, or framework feature. Run pre-merge, nightly, release, shadow, canary, and post-incident suites
with comparison thresholds. The implementation should name authoritative inputs, data and model versions, identities, state
transitions, permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for regression and canary evaluation.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

evaluation_case:
id: repo-change-042
system_version: agent-stack-1.4
hidden_checks:
- tests
- prohibited-side-effects
- citation-support

metrics:
task_success
critical_failure_count
latency_ms
tool_calls
human_review_minutes

decision:

release_only_if: critical_failure_count == 0
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Failure patterns
Treating regression and canary evaluation as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.
Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.
Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for regression and
canary evaluation.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

+5 8.3 Evidence and reporting

Evidence and reporting must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Publish per-slice results, critical failures, uncertainty, limitations, artifacts, decision, and
owner. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for evidence and reporting.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns

Treating evidence and reporting as a model capability claim disconnected from complete system behavior.
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Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.

Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for evidence and
reporting.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.

@ 8.4 Monitoring and refresh

Monitoring and refresh must be treated as an observable Al-system mechanism rather than a model label, benchmark claim,
prompt trick, or framework feature. Add production failures, detect benchmark saturation, rotate hidden tests, and revisit risk
assumptions. The implementation should name authoritative inputs, data and model versions, identities, state transitions,
permissions, resource limits, telemetry, failure behavior, uncertainty, rollback, and acceptance criteria.

This guide traces the subject through the decision, scenario, dataset, system configuration, run, grader, metric, uncertainty,
finding, and lifecycle action chain. A fluent response, high aggregate score, successful tool call, or green service dashboard is
not sufficient proof. Intended behavior must be reconciled with hidden tests, source evidence, negative and adversarial cases,
latency and resource measurements, user-visible results, and residual limitations.

Implementation begins with a small, inspectable baseline and explicit invariants. Introduce one model, dataset, retrieval source,
tool, memory tier, optimization, or permission at a time; preserve before-state evidence; test expected and prohibited behavior;
and retain a reversible path. Generated plans and model judgments remain subject to deterministic validation and human
authority.

Troubleshooting locates the first divergence from the expected contract or state machine. Account for tokenizer and template
mismatch, stale data, context loss, model nondeterminism, caching, quantization, scheduling, permissions, prompt injection,
missing telemetry, partial tool effects, and distribution shift. Completion requires reproducibility, causal evidence, validated
recovery, and clear disclosure of uncertainty.
Engineering practices

Define the objective, authority, data, model, owner, constraints, risks, and acceptance criteria for monitoring and refresh.

Separate model behavior from retrieval, tools, memory, policy, interface, and human oversight.

Version prompts, schemas, data, model artifacts, runtime configuration, evaluations, and release evidence.

Test nominal, negative, adversarial, long-context, degraded, overloaded, recovery, and rollback conditions.

Retain source, trajectory, tool, citation, metric, profile, decision, and user-outcome evidence.

Prefer least privilege, typed contracts, bounded budgets, staged rollout, abstention, and reversibility.

Failure patterns
Treating monitoring and refresh as a model capability claim disconnected from complete system behavior.
Using one benchmark, model judge, or successful demonstration as proof of production readiness.

Ignoring tokenizer, prompt template, source authority, permissions, cache, hardware, or version boundaries.
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Allowing tools, plugins, retrieval content, or memory to redefine trusted instructions.
Optimizing latency, tokens, or cost without measuring quality, safety, and tail failures.

Declaring completion without hidden tests, evidence, residual limitations, rollback, and monitoring.

Validation and evidence

Examine Requirements, authority, model, data, prompts, tools, memory, schemas, versions, and assumptions for monitoring and
refresh.

Observe Requests, selected context, trajectories, tool calls, model outputs, citations, caches, telemetry, resources, and user
outcomes.

Test Expected, prohibited, adversarial, malformed, long-context, overloaded, failed, recovery, and rollback cases.

Measure Task quality, calibration, grounding, safety, latency, throughput, memory, tokens, cost, energy, and operator effort.

Reconcile Intended system behavior against evaluated model, data, runtime, tools, sources, deployment, and residual risk.
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Chapter 08 laboratory and review

Practical laboratory
Create a CI evaluation pipeline with hidden cases, slice reports, regression thresholds, artifact retention, and release decisions.

Laboratory evidence package
Architecture or topology showing boundaries, identities, dependencies, and authoritative inputs.
Versioned configuration or code with explanatory comments and reproducible setup instructions.
Nominal-path validation plus at least two injected failure or boundary conditions.
Structured logs, traces, metrics, packet captures, test output, or other appropriate evidence.

A concise decision record covering findings, limitations, residual risks, and next actions.

Frontier extension

Develop self-refreshing evaluation systems governed by source authority and human review.

Review gate

Advance only when another engineer can reproduce the result, explain the architecture, identify the failure boundary, and
distinguish measured evidence from assumptions or projections.
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Integrated learning roadmap

The guide is intended to be revisited. First establish fluency, then build a small implementation, operate it under failure,
automate repeatable work, and finally evaluate emerging techniques against a stable baseline. Progress is demonstrated
through evidence rather than reading completion alone.

_ Demonstrated ca pability

Foundation Explain the system from first principles and trace its critical path without relying on product terminology.
Build Implement the smallest representative system with explicit contracts, identities, telemetry, and tests.
Operate Diagnose injected failures, recover safely, and preserve evidence of the causal chain.

Automate Convert a proven manual workflow into bounded, idempotent, observable automation.

Architect Design for scale, resilience, security, interoperability, and lifecycle change.

Explore Evaluate frontier techniques using stated hypotheses, limitations, and adoption gates.
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Source authority register

Source policy

Official standards, specifications, and project documentation remain with their issuing organizations. Mythos Systems provides original
engineering interpretation, synthesis, implementation guidance, and relationship mapping. Source verification dates do not guarantee
that an authority has not changed since review.

01. NIST - Artificial Intelligence Risk Management Framework 1.0

Role: Govern, Map, Measure, and Manage framework for trustworthy Al risk.
Verified: 2026-07-26

Official source: https://nvipubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

02. NIST - NIST AL 600-1 - Generative Artificial Intelligence Profile
Role: Generative-Al risk profile and recommended actions.

Verified: 2026-07-26

Official source: https://nvipubs.nist.gov/nistpubs/ai/NIST.AL.600-1.pdf

03. NIST - Al Test, Evaluation, Validation, and Verification

Role: Official AI TEVV research and measurement context.

Verified: 2026-07-26

Official source: https://www.nist.gov/artificial-intelligence/ai-fundamental-research-ai-test-evaluation-validation-and-verification

04. Stanford CRFM - Holistic Evaluation of Language Models
Role: Multi-metric, scenario-based model evaluation framework.
Verified: 2026-07-26

Official source: https://arxiv.org/abs/2211.09110

05. EleutherAl - Language Model Evaluation Harness

Role: Open evaluation harness for language models.

Verified: 2026-07-26

Official source: https://github.com/EleutherAl/Im-evaluation-harness

06. MLCommons - MLCommons Benchmarks

Role: Open quality, performance, and safety benchmark programs.
Verified: 2026-07-26

Official source: https://mlcommons.org/benchmarks/

07. MLCommons - Al Risk and Reliability

Role: Al safety tests and benchmark methodology.

Verified: 2026-07-26

Official source: https://mlcommons.org/working-groups/ai-risk-reliability/ai-risk-reliability/

08. MLCommons - MLPerf Inference

Role: Inference benchmark rules, reference software, and results.

Verified: 2026-07-26

Official source: https://mlcommons.org/working-groups/benchmarks/inference/

Authority application and refresh triggers

Authority class Required library action

Protocols and specifications Recheck interoperability, security considerations, defaults, and migration guidance when a referenced specification
changes.

Security and assurance Update control mappings, evidence expectations, risk language, and assessment procedures after material framework

frameworks revision.

Languages, runtimes, and Re-run examples, tests, deprecation checks, and operational recommendations against supported releases.

projects

Benchmarks and evaluations Re-execute claims when workloads, methods, models, compilers, drivers, hardware, or scoring rules change.

Operational evidence Incorporate validated incidents, failure tests, reader corrections, and measured implementation outcomes into the next
revision.
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Limitations, freshness, and revision control

_

Publication limitation This guide synthesizes broad engineering practice. It does not replace product documentation, legal advice, safety
certification, or environment-specific design review.

Evidence limitation Not every pattern is benchmarked in every environment. Examples illustrate engineering methods and must be validated
against actual versions, workloads, hardware, policy, and failure conditions.

Freshness limitation Vendor behavior, software libraries, Al models, security threats, and emerging standards can change quickly. Volatile claims
require source revalidation before operational adoption.

Adoption limitation Frontier content is not an implicit adoption recommendation. Adoption requires defined value, qualification gates,
controlled proof, rollback, ownership, and residual-risk acceptance.

Status boundary Candidate Focused Field Guide describes the publication, not certification of a product, implementation, engineer, or
organization.

Revision record

1.0.0-candidate Initial candidate living-guide edition. Published 2026-07-26; scheduled review 2026-10-26.

Search and relationship metadata

Primary domain MYTHOS-ALI - Artificial Intelligence & Agentic Systems

Secondary domain MYTHOS-DAT; MYTHOS-SEC; MYTHOS-SWE

Publication class Field Guide / Canonical Living Overview Guide

Skill levels L1 Foundational; L2 Practitioner; L3 Advanced; L4 Frontier

Tags Al evaluation, agent evaluation, LLM judge, benchmarking, safety evaluation, robustness, calibration, long-horizon agents,

TEVV, regression

Canonical route /library/field-guides/mythos-fg-ai-0002/

Living publication

Corrections, expanded laboratories, improved diagrams, authority changes, and new engineering evidence should revise this
permanent publication rather than create disconnected replacements.
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